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Introduction

This document describes the Sitecore CMS installation. The document includes the
following chapters.

e Chapter 1 — Sitecore CMS 6 Requirements
This chapter describes the prerequisites, hardware and software requirements for
Sitecore CMS 6 host and client computers.

e Chapter 2 — Installing from the .ZIP
This chapter describes the various approaches to installing Sitecore depending on your
choice of database technologies, the server administrator’s preferences, the environment
(development, testing, content authoring, content delivery, and so on.)

e Chapter 3 — Using the Sitecore Installation Program
This chapter describes the Sitecore CMS installation program that guides you through the
CMS setup process.

Please contact http://support.sitecore.net/helpdesk/ for assistance or to report any
discrepancies between this document and the product.
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Sitecore CMS 6 Requirements

This chapter describes the prerequisites, hardware, and software requirements for
Sitecore CMS 6 host and client computers. In this document the term “server” refers to a
Windows OS Web server and the term “host” refers to an installation of Sitecore CMS on
either a server or workstation.
This chapter contains the following sections:

e Sitecore Hosting Environment Requirements

e Sitecore Client Environment Requirements

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The contents of
this document are the property of Sitecore. Copyright © 2001-2012 Sitecore. All rights reserved.
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2.1 Sitecore Hosting Environment Requirements

2.1.1 |lIS Requirements
Sitecore CMS can be hosted on the following IIS versions running on supported operating systems:
e 1IS51

e [IS6.0
e |IS7.0
e |IS75

Sitecore CMS does not support any other ASP.NET web servers such as Visual Studio Cassini, IS
Express or Mono Web Server.

Important
Sitecore neither supports nor permits multiple IS website definitions pointing to the same Sitecore web
root.

2.1.2 Operating System Requirements
Sitecore CMS can be hosted on the following Microsoft operating systems:
¢  Windows XP (32-bit only)
o Windows Server 2003 (32/64-bit)
e Windows Server 2008 (32/64-bit)
e Windows Server 2008 R2 (32/64-bit)
e Windows Vista (32/64-bit)
e Windows 7 (32/64-bit)
Important

Visit Windows Update — http://windowsupdate.microsoft.com — and install all the appropriate service
packs and security updates on all of your Sitecore CMS host and client computers.

Windows XP Service Pack 2 (or a later update) must be installed on every Microsoft Windows XP
computer that hosts Sitecore or accesses Sitecore with Internet Explorer. Sitecore highly recommends
Service Pack 2 (or a later update) for Microsoft Windows 2003. Service Pack 1 is required as a minimum.

Sitecore CMS supports the following editions of the Windows Vista operating system:
e Business
e Ultimate

e Enterprise

The other editions of Vista, such as Home Basic, have IS server limitations.

Sitecore CMS must be installed on a local drive, not a UNC share.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The contents of
this document are the property of Sitecore. Copyright © 2001-2012 Sitecore. All rights reserved.
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2.1.3 .NET Framework Requirements
Sitecore CMS 6 requires .NET Framework 3.5.

Any available updates to the .NET framework should be applied to every Sitecore host.

Note

To reduce the number of ASP.NET configuration issues on Sitecore hosts, install 1IS before updating the

.NET framework.

2.1.4 Database Requirements
Sitecore CMS supports the following database servers:
e MS SQL Server 2005 (recommended). Express Edition is also supported.
e MS SQL Server 2008.
e SQLite.
e Oracle 10g, 11g.

Sitecore recommends that you run Microsoft SQL Server 2005 on a separate database server.

2.1.5 Hardware Requirements

Minimum Sitecore Development Host Requirements
e Processor: Intel Core Duo or faster processor.
e RAM: 1 GB minimum, 2GB — recommended.

e Software: Microsoft Visual Studio 2008 — highly recommended.

Minimum Sitecore Server Host Requirements
e Processor: Intel Core Duo or faster processor, dual CPUs recommended.
e RAM: 2 GB minimum, 4GB recommended.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The contents of
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2.2 Sitecore Client Environment Requirements

2.2.1 Browser Requirements

Sitecore CMS clients are browser-based user interfaces. Sitecore clients can run on the following
browsers:

e Firefox 3 — Full support for the Content Editor, Preview, and Workbox. Limited support for the
Page Editor.

e Microsoft Internet Explorer 6
e Microsoft Internet Explorer 7

e Microsoft Internet Explorer 8

If you are running Internet Explorer 6:
e You must install MSXML 4.0

e You must remove KB918899 (http://support.microsoft.com/kb/923996)
or

You must install KB923996 (http://support.microsoft.com/kb/923996)

e Windows XP:
http://www.microsoft.com/downloads/details.aspx?FamilylD=ff9bc431-01f3-48e8-9a58-
d701d2e60cld&DisplayLang=en

e Windows 2003:
http://www.microsoft.com/downloads/details.aspx?familyid=4AE4AA58-97FB-4CCF-ABA4-
F9271A9282E2&displaylang=en

2.2.2 Hardware Requirements
e Processor: Intel Pentium 4 2GHz or faster processor.
e RAM: 512 MB minimum. 1GB — recommended.
e TCP/IP connection at 512Kbps or faster to the Sitecore CMS host.

e 1024x768 or greater screen resolution required for advanced operations and specific modules.

You do not need to install any additional software on Sitecore CMS clients that are used to access
Sitecore CMS hosts.
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Installing from the .ZIP File

Depending on your choice of database technologies, the server administrator’s
preferences, and the environment you want to run — development, testing, content
authoring, content delivery, and so on — there are various ways in which you can install
Sitecore.
This chapter contains the following sections:

e Installing Sitecore

e Preparing to Install Sitecore CMS 6

e Updating the Security Settings for a Folder

e  Quick Minimal Installation

¢ Configuring the IIS

e Configuring Folder Permissions

e Microsoft SQL Server Configuration

e Creating a Web Project in Visual Studio

e Post-Installation Steps

e Uninstalling Sitecore

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The contents of
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3.1 Installing Sitecore

For small implementations including developer workstations and testing environments, Sitecore CMS and
the database server can be installed on a single computer. For larger implementations the database
server is typically separated from the application server. The content authoring environment for business
users is also frequently separated from the content delivery environment that is accessed by internet
users.

With 1IS, the Web server and the application server are inherently combined in ASP.NET. Sitecore CMS
provides versioning, workflow, locking, security, browser-based user interfaces, abstract XML data
storage and other facilities that improve the functionality of ASP.NET for Web solutions. Sitecore can be
broken down into three logical components regardless of whether a setup .exe file or a . zip file is used
to install a new instance of Sitecore and regardless of the database technology that is used.

The three logical components are:

e |IS document root ("the Web site").

e Supporting file system for logs and data. The data can be stored under the document root.

e Supporting relational databases. The databases are often stored under the supporting file

system.

The archive from which the new Sitecore instance is created can also contain SQL Server databases.
Configuration is managed by files such as web.config and the files under the /App_Config folder.
The Sitecore CMS can be distributed in two ways:

e As an executable installation program — . exe file(s).

¢ As an archived copy of a Sitecore CMS solution in a file system — a zip file.
The installation program should be used whenever possible. It contains a wizard which guides you
through the installation process.
Using the installation program requires considerably less manual effort than configuring the zip file.
The installation program consists of two executable files, for instance:

e Sitecore 6.0.0 rev. 080623.exe.

e Sitecore 6.0.0 rev. 080623 DB.exe.
The first file is intended for the Sitecore hosts — workstations or servers with ASP.NET and Sitecore

installed that can also have Microsoft SQL Server installed and contains both the file system installation
and the databases. The second file is intended for database servers that only have SQL Server installed.

You can create an archive of your Sitecore CMS solution to move it from one computer to another.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The contents of
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3.2

Preparing to Install Sitecore CMS 6

When you thoroughly understand the Sitecore CMS architecture and have read the installation
documentation, you should define a basic installation plan.

Before attempting to install Sitecore CMS, you should decide on the:

Project name and acronym, for instance ProjectName.

Acronym/prefix, for instance PN.

Target installation file system root, for instance C:\inetpub\wwwroot\ProjectName.
Database technology — SQL Server 2005 or SQL Express, SQLite or Oracle.

Database location — locally or on a remote server.

Appropriate Sitecore CMS license.

Hardware.

Administrative access to computers and databases.

Access to Sitecore Developer Network (http:/sdn5.sitecore.net) — contact a local sales office or
partner manager.

IIS configuration — host headers, and so on.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The contents of
this document are the property of Sitecore. Copyright © 2001-2012 Sitecore. All rights reserved.
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3.3 Updating the Security Settings for a Folder
To update the security settings for a folder:

1. In Windows Explorer, right-click the folder and select Properties.

2. Inthe Properties dialog box, click the Security tab.

3. Inthe Group or user names field, select a user or group and grant them the appropriate
permissions in the Permissions for field.

If the fields are selected and shaded, the permissions are inherited correctly from the parent
folder.

3.3.1 Setting Permissions to Inherit

Permissions should be set to inherit. If permission is denied, errors occur when accessing file system
resources.

To set permissions to inherit:

1. InWindows Explorer, right-click a parent folder such as Website or Data and select Properties.

2. Inthe Properties dialog box, click the Security tab.

3. Inthe Security tab, in the Group or user names field, select the IUSR_* and ASP.NET users.
4. Inthe Security tab, click Advanced.
5

In the Advanced Security Settings dialog box, select both the Allow inheritable
permissions... and Replace permission entries checkboxes.

Making the Security Tab Visible

If the Security tab is not visible, — this can occur after upgrading from Windows XP Home to
Professional:

1. In Windows Explorer, click Tools, Folder Options.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The contents of
this document are the property of Sitecore. Copyright © 2001-2012 Sitecore. All rights reserved.
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2. Inthe Folder Options dialog box, click the View tab.

Folder, Options

General | Yiew | File Types | Offline Files

Fulder vigws
X “Y'ou can apply the view [such as Detals ar Tiles] that
you are using for this folder to all folders.

[ApplyloAIIFolders ] l Reset Al Falders

Advanced settings
) Do ot show hidden files and folders -
(&) Show hidden files and folders
[] Hide extensions far known file types
[] Hide protected operating system files [Recommended)
[ Launch folder windows in a separate process
Remember each folder's view settings
] Restore previous folder windows at logon
Show Control Fanel in by Computer
Show encrypted or compressed MTFS files in color
Show pop-up description for falder and desktop items

] Use zimple file sharing [Recommendead)
v

Festore Defalts

3. Ensure that the Use simple file sharing check box is not selected.

If an account, for example, ASP.NET, is not visible in the Security tab, you must make it visible.

Making an Account Visible

To make an account visible in the Security tab:
1. Inthe Properties dialog box, click the Security tab.
2. Inthe Security tab, click Add.

3. Inthe Select Users, Computers, or Groups dialog box, in the From this location field, ensure
that the local computer is selected.

4. Inthe Enter the object names to select field, enter the name of the account — ASPNET,
NETWORK SERVICE or IUSR_<machinename> — and click Check Names.

Alternatively, you can click Advanced and then click Find Now and select the account you want to
add.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The contents of
this document are the property of Sitecore. Copyright © 2001-2012 Sitecore. All rights reserved.
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3.4

Quick Minimal Installation

The easiest way to configure in a well protected environment such as a multi-firewalled developer
workstation is described below. The complete instructions are given for SQL Server 2005 Express Edition
data storage type.

This section is a description of the easiest way to install and configure Sitecore on a developer
workstation in a well protected environment.

1.
2.

N o o &

10.
11.
12.

Install Microsoft .NET Framework V3.5 and SQL Server 2005 Express Edition.

Go to Microsoft Update and install the latest service packs and security updates for Microsoft
Windows, IIS, ASP.NET, and SQL Server 2005 Express Edition.

Unzip the installation archive to a folder in your file system, for example: D: \Sitecore\.
By default, you will create the following set of folders:

o D:\Sitecore\Data

o D:\Sitecore\Databases

o D:\Sitecore\Website

Place the appropriate license.xml file in the /Website/data/ folder. In this example the folder is
D:\Sitecore\Website\data. The location of the license file is determined by the <setting
name="LicenseFile".. setting in web.config file.

Grant the ASP.NET and IUSR_* users full control of D: \Sitecore\ and all its subfolders.
Grant the NETWORK SERVICE user full control of D: \Sitecore\Databases folder.
In /Website/App Config/ folder, locate the ConnectionStrings.config file.

Openthe ConnectionStrings.config file and enter the appropriate values in a line for each
database, for example:

<add name="core" connectionString="user
id= sgl server user ;password= user password ;Data
Source= sqglserver ;Database= core database name " />

Open the Internet Information Services window, right-click the default Web site and click
Properties.

In the Default Web Site Properties window, click the Home Directory tab and set the home
directory of the default Web site in 1IS to the new document root.

Click the ASP.NET tab and ensure that .NET 3.5 is selected.
Add Sitecore CMS host to Internet Explorer's Trusted Sites.

Start the browser (Internet Explorer 7 or higher preferably) and enter the following address in the
address bar:

http://localhost/sitecore

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The contents of
this document are the property of Sitecore. Copyright © 2001-2012 Sitecore. All rights reserved.
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341

You should see the Sitecore login screen:;

(= sitecore - Windows Internet Explorer

@ =[] nttpsitocahostjstecorefioging ¥ [¢2][x ol
o & ‘EE'-‘ODEta\\EdInst... |@lnstalhng5ne... ‘chﬁgunngpm ‘Ocreallngawm @ sitecore ‘ ‘ % B = - [bpage - {0 Taoks -
N 8
Q© sitecore

Welcome to Sitecore

User name: [Admin
Fassword: |

Forgat Your Password?  Change Password

Browser Notes

Select User Interface

You are using Internet Explorer 7.

Sitecore supports all user interfaces for this
Q Desktop v Content Editor browser.

(@ roe e -
T Workbox g Developer Genter

Browser Display Mode: | Normal v

Client Language: | Default v

o Trusted stes 100 -

Detailed Installation

To install an instance of Sitecore:

1.

Select a parent directory path for the project such as C:\ InetPub and an identifier such as
ProjectName

Extract the .zip archive to create:

C:\InetPub\ProjectName\Website
C:\InetPub\ProjectName\Data

for Microsoft SQL Server 2005 Express Edition

Extract C:\InetPub\ProjectName\Databases

Set permissions as described in Section 3.6, ‘Configuring Folder Permissions’.
Copy a valid license file to the Data folder.

If you are running SQL Server, edit the ConnectionStrings.config file located in the
/Website/App Config/ folder. Enter the appropriate values in a line for each database, for
instance:

<add name="core" connectionString="user
id= sgl server user ;password= user password ;Data
Source=_sqglserver ;Database= core database name " />

If you are running SQLite:

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The contents of
this document are the property of Sitecore. Copyright © 2001-2012 Sitecore. All rights reserved.
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Change the name of the web.config file to web.config.default and web.config.sqglite
to web.config.

Edit the ConnectionStringsSQLite.config file located in /Website/App Config/ folder.
Enter the appropriate values in a line for each database.

7. Inthe web.config file, edit the dataFolder attribute of the
/configuration/sitecore/sc.variable node and enter the full path to the Data folder
excluding the trailing slash, for instance:

<sc.variable name="dataFolder" value="D:\Sitecore\Data" />
In the 1IS, set the home directory of the appropriate Web site to Website.

9. Inthe ASP.NET tab, ensure that .NET 3.5 is selected.

10. Add Sitecore CMS host to Internet Explorer's Trusted Sites.

11. Start the browser (Internet Explorer 7 or later) and enter the following address in the address bar:
http://localhost/sitecore

You should now see the Sitecore login screen:

{2 Sitecore - Windows Internet Explorer

@ 5~ | &) hpfoabost

Wk ‘EE'V‘ODEta\\EdInst... |@lnstal\ingS\ts... ‘chnﬁgunngp ‘OCreslingsW ‘@S\temre ‘ ‘ v B dh v [Zheage - (0 Taoks -

) 8
Q sitecore

Welcome to Sitecore

siecoreflogin/ IR e

User name: |Admin

Fassword: |
Forgot Your Password?  Change Password

Browser Notes
Select User Interface

You are using Internet Explorer 7.

Sitecore supports all user interfaces
Q Desktop v Content Editor browser.

(@ roe e -
T Workbox g Developer Genter

for this

Browser Display Mode: | Normal v

Client Language: | Default v

o Trusted stes 100 -

The default password for the Admin user is “b”.
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3.5 Configuring the IIS

The following sections describe how to configure different versions of IS (versions 5,6 and 7).

3.51 1IS 5,6 (Windows XP, Windows 2000, Windows 2003)

Complete the following steps to configure an existing site or create a new Web site in IS (Windows 2003

only).

Note

Do not create a virtual directory for Sitecore as the product cannot operate from a virtual directory.

1. Open the Internet Information Services (IIS) Manager.

If you are running Windows 2000 or Windows XP, click Control Panel, Administrative tools,

Internet Information Services to open the Microsoft Management Console for the 1IS.

If you are running Windows 2003, click Control Panel, Administrative tools, Internet Information

Services (IIS) Manager to open the Microsoft Management Console for the 1IS.
2. Inthe Internet Information Services window, expand Web Sites
o Windows XP: Right-click Default Web Site and click Properties.

o Windows 2000 Server, Windows 2003 Server: Create a new Web site.

3. InHome Directory tab, in the Local path field, enter or browse to the Wwebsite folder, for

instance C:\InetPub\ProjectName\WebSite.

4. Inthe Application Protection field select Medium (Pooled).

HTTF Headers Custom Errars ASP.MET Server Extensiohs
wieh Site 154P! Filters Harne Directory Documents Diirectary Security
When connecting to thiz resource, the content should come fram:

@i, directony located on thiz computed

(73 & share located on another compter
(O A redirection to a LIRL

Local Path: D:M\Sitecare Intranet\webSite
[ 5eript sowrce access Loy wigits

Bead Irdex this resource

[ write

[ Directony browsing
Application Settings

Application name: D efault &pplication
Starting poitt: <Default Web Sitex
Execute Permizzions: Scripts only v
( Application Protection: | Medium [Fooled) V)
ok [ cancel ]

Do not select High (Isolated) as this will cause excessive caching.
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5. Inthe Internet Information Services window, under Default Web Site, select the /data folder
and click Properties to open the Properties window for this folder:

data Properties |E|E|

Directory | Documents | Directory Security |HTTF' Headers | Custom Enors | ASP.MET

Anonymous access and authentication control

! ; Enable anonymous access and edit the

authentication methads for this resaurce.

IF address and domain name restrictions

8

Secune communications

Fequire secure communications and
enable client certificates when thiz
resource is accessed.

6. Inthe Directory Security tab, in the Anonymous access and authentication control section,
click Edit. The Authentication Methods window will appear.

Authentication Methods

[] Ananyrmous access
Mo user name/password required to access this resource.

Account uged for anonymous access:

User name: | |

Pazsword: | |

Authenticated acoess

For the following authentication methods, user name and password
are required when

- anonymous access is dizabled, or

- access is restricted using MTFS access control lists

[ Digest authentication for Windows domain servers

[ Basic authentication [password iz sent in clear text]

[ Integrated windows authentication

{ oK 1 [ Cancel ] [ Help ]

7. Inthe Authentication Methods dialog box, ensure that the Anonymous access check box is
not checked.

8. Repeat this procedure for the following folders and files:
/sitecore/admin
/sitecore/debug
/sitecore/rest.aspx.

9. Restart the IIS.
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If you are running Windows 2003:

1. Open the Properties dialog box for the appropriate Application Pool, in the Performance tab and
ensure that the Maximum number of worker processes is ALWAYS “1

On multiple processor servers, this value may automatically be set higher than 1 when you install
the OS/IIS.

On these servers, it is therefore especially important to check this setting as it will likely be higher
than "1".

2. Restart IIS.

3.5.2 1IS7 (Windows 2008, Windows Vista)

Complete the following steps to configure an existing site or create a new Web site in [IS 7 (Windows
2008 and Windows Vista only).

Note
Do not create a virtual directory for Sitecore as the product cannot operate from a virtual directory.

3. Open the Internet Information Services (lIS 7) Manager.

Click Control Panel » Administrative tools » Internet Information Services (lIS) Manager to
open the Microsoft Management Console for the IIS.

4. Create a new or open an existing application pool.

To add a new one, click to the Application Pool node in the tree and click “Add Application Poll” in
the Actions panel:

'!Elnternet Information Services {II5) Manager =o x|
@ = ,_;’ ¥ AT ¢ Application Pools ] 1 f‘} |'@' T

File Yiew Help

_,. E ] lication Pools
La| | ; App ‘;, Add Application Poal...
=95 AT (AT\at) Set Application Pool Defaults...
ﬂ Y anplication Pols This page lets you view and manage the list of application poals on the D
= server, Application pools are associated with worker processes, contain Application Pool Tasks
Sites one or mare applications, and provide isolation among different
applications. B Start
B =t
Filter: - Go - % Show Al | = =l
= & Recycle...
Mame = | Status | MET Frame... | Managed Pipeli....
LD ASPNET 1.1 Started  wl.l Classic Edit Application Pool
,;"ASP‘NET 2.0 Started v2.0 Classic B Basic Settings. ..
%Classic MET App...  Started ¥2.0 Classic recycling. ..
L= dlearcachenchack.  Started ¥2.0 Classic Advanced Settings. ..
[ dearcachewithhack  Started ¥z, Classic a
Ename
L[ Crestone Started ¥z, Classic
QDeFaUItAppPool Skarted vz.0 Classic K Remove
@Sitacnreﬁ.ﬂnpppnnl Started v2.0 Classic ) .
= Wiew Applications
L= TestappPool Started v2.0 Integrated =
4| | _bl '@' Help
Cnline Help

The “Add Application Pool” dialog window will appear.
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5. In the “Add Application Pool” dialog window, enter the pool name in the Name field and set the
“.NET Framework version” to “.Net Framework v2.0.XXXXX” and “Managed pipeline mode” to
“Classic”. Click OK.

Edit application Pool 2

Marne:

ISitecore&. 0appPoal

\MET Eramework version;
|.NET Framework v2.0,50727 =]

Managed pipeline mode:
ICIassic = I

i Stark application pool immediately

ok I Cancel

Note
It is also possible to set “Managed pipeline mode” value to “Integrated”.

Please be aware that Sitecore CMS 6 experiences several limitations running in 1S 7 Integrated
application pool mode due to its nature and specific behavior. For the full list of known issues, please
see the following URL:
http://sdn.sitecore.net/Products/Sitecore%20V5/Sitecore%20CMS%206/ReleaseNotes/Knownlssues/
11S%20in%20Integrated%20Pipeline%20mode.aspx

6. Click “Advanced Settings” on the Actions panel.
Ensure that the Maximum number of worker processes is “1”. On multiple processor servers,

“Maximum Worker Processes” value may automatically be set higher than 1 when you install the
0sl/lIS.
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Advanced Settings ﬂil

E {General}) 1=
MET Framewark. Yersion w20
Managed Pipeline Mode Classic
Mame ASPMET 2.0
Cueue Length 1000
Start Automatically True
= cPu
Lirnik: 1]
Limnik Action Modctkion
Limit Interval {minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967205 |-
E Process Model
Identity NetworkService
Idle Time-out {minutes) 20
Load User Profile False
(Maximum Warker Processes 1 )
Ping Enabled False
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdawn Time Limit {seconds) a0
Startup Time Lirmnit {seconds) 90
. Prarace Nenhani hd
Mame
[mame] The application pool name is kthe unique identifier far the application poal.

Ok Cancel |

4
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7. Inthe Connections panel, expand Web Sites and create a new Web site. Right-click on the
created site and click “Manage Web Site/Advanced Settings”.
In the Physical path field, enter or browse to the WebSite folder of your Sitecore installation, for
instance C:\InetPub\ProjectName\WebSite. Inthe Application Pool field enter or browse
the created application pool.

Eli {(General) :
@pplication Paal Sitecore6.0AppPool
Bindings http:*:80:tast
(] 2z
Mame kest
(Physical Path C:4InetPub’,ProjectName’, WebSite )
Phwsical Path Credentials
Physical Path Credentials Logon Type ClearText
Skark Aukornatically False
El Behavior
Connection Limits
Enabled Protacals http
{General)

oK Cancel |
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8. Browse your Sitecore site and select the /data folder and click “Authentication” icon to configure
the authentication settings for this folder.

™EInternet Information Services (IIS) Manager -0l x|

@@ [3 b AT » Sikes » Defaulk'WebSite P data »

FEEL Y

Fle View Help

2 ~ data Home
| 4 Explore
E‘ji AT (aThat) e P L. Edit Permissions...
# [ Application Pools T ke = =
B08] Stes SMTP\—‘Er:ma\I | Manage Folder €3]
D?FaLﬂt \r\;eh\ Site: Browse Folder
Rest .Te S e
[ Resharper.Temp: Browse *:443 (hktps)
17 App_Browssrs =
7 App_Corfig Browsa *:50 (115) I
[ App_Pata J— @ rep
] aspret_client €61
= | Online Help
= bin
| CrystalReportwebF cal
|
17 indexes
17 layouts
] senteoks Compression  Default Directary
|| sitecore Document EBrowsing
17 sitecore modules
[ temp Iy P !
5 upload =
B xsl Error Pages  Handler HTTP
EJ--@ test Mappings Respo...
&= E ul] |
4 | » | Features view = Content View

9. Onthe Authentication page, ensure that the Anonymous Authentication is disabled.

™E Internet Information Services (II5) Manager (=] 3]
@@ ['j » AT b Sites » DefaukwebSte » data » J o @ -

Eile  Wiew Help

Comections L ation ets
| ™) 3 Challengs-bassd sndlogin
=] qi AT (AT\at) redirect‘;baseddauth?nticatiorlv
2 application Pooks Group by Mo Grouping - cannot be used simultaneousty.
e e sne | | p—
=168 efault wieb Site Anonymous Authentication Disabled )
(] _Resharper. Tempsd | | ASP.HET Impersonation Dissbled @ ree
[ App_Browsers Basic Authentication Enabled Oriline Help:
[ App_Config Farms Authentication Enatled
[ pp_Pata Windows Authentication Enabled
[ aspnet_client
1 bin
J | CrystalReportiebF
[ data
[ indexes
] layouts
[ seatoolkit
[ siterore
[ sitecore modules
[ temp
1 upload
0 xsl
) test
4 | |
N (i [ revares vou | R

Configuration: ‘localhost’ applicationHost.config , <location path="Default \eb Sitefdata">

10. Repeat steps 6-7 for the following folders:
/sitecore/admin
/sitecore/debug

11. Restart the IIS.
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3.6 Configuring Folder Permissions

Certain types of browser requests (generally for directory lookups and static resources) are executed with
the permissions of the internet impersonation as specified under “Authentication and access control” on
the Directory Security tab in the IIS management console. The default name for this account is [IUSR_*
where the star represents the machine name.

Requests for ASP.NET resources are executed with the permissions of ASP.NET. The default ASP.NET
account on Windows XP is a local user named ASP.NET, which will also be used on Windows 2003
under specific conditions such as if “Run WWW service in 1IS 5.0 isolation mode” is selected on the
Services tab of the Web Sites container in the [IS management console. The default ASP.NET account
on Windows 2003 is the local user named NETWORK SERVICE.

In general, if permissions for operating system users and roles are not specified in this document, they
should not be defined on the file system, although certain use cases will require expanded permissions.

3.6.1 Root Folder Permissions
The IUSR_* user must have Read and Execute access to the Website folder and its descendants.

The ASP.NET user must have rights to List Folder Contents on all directories above WebSite; for instance
for C:\InetPub\ProjectName permissions may need to be opened on C:\ InetPub and any other
folders above ProjectName.

If anonymous access to the site has been allowed in 1IS (1IS management console, in the Properties
dialog box, on the Directory Security tab, in the Authentication and access control section) and the
impersonate attribute of the /configuration/system.web/identity elementin web.config fileis
settotrue (<kidentity impersonate="true" />), the IUSR_* must have the List Folder Contents
right instead of the ASP.NET user.

3.6.2  Specific Folder Permissions

In non-production environments, it's generally easiest to grant the ASP.NET user Full Control of the
Website and Data folders as well as all their descendants.

We recommend that you restrict permissions even further in production environments. The ASP.NET user
must have Read and Write access to the following resources:

Directory Situations in which ASP.NET and/or IUSR_* Requires Read
and Write Control

/data (or other directory as defined | All Sitecore environments.
by the dataFolder attribute)

/indexes All Sitecore environments.

Important:

ASP.NET and IUSR_* users require the modify access rights to
this folder in order to maintain the search indexes.

/layouts If Developer Center will be used to create and modify layouts
and sublayouts.
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Situations in which ASP.NET and/or IUSR_* Requires Read
and Write Control

Isitecore/shell/Applications/debug

All Sitecore environments against which CMS users
authenticate (generally everything except content
delivery/runtime servers); create this directory if it does not
exist.

/sitecore/shell/Controls/debug

All Sitecore environments against which CMS users
authenticate (generally everything except content
delivery/runtime servers); create this directory if it does not
exist.

/temp All Sitecore environments.

/upload Sitecore environments to which users interactively upload
media.

Ixsl If Developer Center will be used to create and modify XSL
renderings.

/App_Data All Sitecore environments in which this folder is used. Note:
IUSR_* user requires Read and Write permissions to this folder
as well.

/audit Both ASP.NET and IUSR_* users require modify permissions to

/logs these folders.

/viewstate

/mediacache
/diagnostics

Note

ASP.NET and/or IUSR_* users require the modify access rights to the \temp folder to install Sitecore

CMS.

For custom XML controls, all directories specified in the ControlSources section of the web.config
file must contain a debug folder with Read/Write access by the ASP.NET user.

NETWORK SERVICE user must have read and write access to the folder where the SQL databases are

stored.

3.6.3

Deny Execute Permissions on the Upload Folder

You should set the Execute Permission to None in IIS in order to prevent the execution of an uploaded
file on the server side when a user attempts to download it. Select Properties for the upload folder in IIS:
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upload Properties EH

Directory I Documentsl Directory Security I HTTP Headers I Custom Enorsl
“w'hen connecting to thiz rezource, the content should come from:
= & share located on another computer
& redirection bo a UAL

Lacal Path: upload

™ Script source access V¥ Log visits

¥ Bead ¥ Index this resounce
v wiite

™ Directary browsing

Application Settings

Application name: IDefauIt Application Create |
Starting poirt: <zdn.sitecore. nets : :
J Canfiguratiar... |
-

Execute Permizzions: I Mone

Application Pratection: |Medium [Pooled] =] Unlmad |

oK I Cancel | Apply | Help |

3.6.4 Grant Access to the Globalization Folder
To make the registration of custom languages work correctly you should:

e Grant the ASP.NET user ‘Full Control’ permission for the $WINDIR%\Globalization folder. If
you fail to do this, custom languages cannot be registered correctly with .NET Framework and
Sitecore CMS may work very slowly.

e If you are running Window Server 2003, you must grant access to the "NETWORK SERVICE"
account, not the "ASP.NET" account (unless you use impersonation).

e You might also need to grant access to the following registry key to make registration of custom
languages work correctly:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Nls

3.6.5 Grant Access to the Temporary Folders

Grant the [IUSR_machinename account full control access to the
C:\windows\microsoft.net\framework\ ...... \Temporary ASP.NET Files folder.

You must also grant the ASP.NET (NETWORK SERVICE in Windows 2003) user write access rights to
the windows temp folder (typically \ temp or \windows\ temp) and to the temp folder under the
“Documents and Settings” folder (either \documents and settings\aspnet\temp Or \Documents
and Settings\ ServerName \ASPNET\Local settings\Temp).
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3.7 Microsoft SQL Server Configuration

When you install Microsoft SQL Server, you must select Mixed Mode authentication (Windows
Authentication and SQL Server Authentication).

3.7.1  Visual Studio 2005 and SQL Server Express Edition

When you install Visual Studio 2005, it may install some components of SQL Server 2005 Express.
Furthermore, it may also configure the database to only use Windows authentication rather than mixed
mode authentication and it may not install SQL Server Management Studio Express.

To update an instance of SQL Server 2005 Express that has been installed with Visual Studio 2005:
1. Loginto Windows as a user with administrative rights.
Install SQL Server Management Studio Express.
Click Start, All Program, Microsoft SQL Server 2005, SQL Server Management Studio Express.

In the Connect to Server dialog box, in the Authentication field, select Windows Authentication.

a > N

In the SQL Server Management Studio Express window, in the Object Explorer pane, expand
the Security folder and expand the Logins folder.

Right-click sa and click Properties to open the Login Properties window
In the General page, enter and confirm the password for the security administrator.

In the Status page, under Login, select the Enabled check box and click OK.

© © N o

In the SQL Server Management Studio Express window, right-click the database server
(<HOSTNAME>\SQLEXPRESS) at the top of Object Explorer and select Properties.

10. In the Server Properties window, select the Security page and in the Server authentication
section, select SQL Server and Windows Authentication mode and then click OK.

11. Close Microsoft SQL Server Management Studio Express.

12. To restart SQL Server 2005 Express Edition, enter the following in a command prompt:
net stop "Sql Server (SQLEXPRESS)"
net start "Sql Server (SQLEXPRESS)"

13. Start Microsoft SQL Server Management Studio Express.

14. Log in using SQL Server Authentication with the username sa and password you entered in
step 6.

For information about an alternative method of allowing SQL Server Authentication, see
http://support.microsoft.com/kb/322336.

3.7.2 Creating a Database Account for Sitecore CMS Databases on SQL
Server 2005

This section describes how to create a database account for Sitecore databases under SQL Server 2005
with the minimum required permissions.

1. Start SQL Server Management Studio Express.

2. Make sure the Sitecore databases are attached.
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3. In SQL Server Management Studio Express, in the Object Explorer pane, expand the Security
folder.

4. Right-click the Logins folder and click New Login to create a new login.

F Login - New CEX
t‘l -5" = 5 Scipt + [y Heb

A Server Roles

A User Mappng Legin name SC usef

2 Securables

+ Status © Windows authentication

() SOL Server authentication
Password sense

Confirm password R

[¥] Enforce password policy
Enforce password expiration
(] Uses must change password at next login

Certficate name:
Key name:
Seaves
ALEXKASOLEXPRESS
3 Defauk database: master v
Connection
sa Delauk Ianguage: <detaul> v
& View connection piopeities
Progress
Ready

Cancel

5. Inthe Login — New window, select the General page and specify the login name.

Select the SQL Server authentication option and clear the User must change password at
next login checkbox (this option is not supported on some Windows operating systems).

7. Select the User Mapping page and in the User mapped to this login field, select the Sitecore
databases.
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8. Inthe Database role membership for field, select db_datareader and db_datawriter to assign

the new user these roles for all the Sitecore databases.

E Login - New FEX

Selectapage g + AN
A General <5 scmt - [ Heb

-
4 User Mapping ) Users mapped to this logn
ECUN Database

) Map
TStmur e

| CAUNETPUB\WWWRDOTASITECOREVSC TEST INSTALLADATABASES\SCS3ARACH
CAINETPUBAWWWROOTASITECORENSC TEST INSTALL\DATABASES\SCS3CORE,
[¥]  C:UNETPUB\WWWROOTASITECORE\SC TEST INSTALL\DATABASES\SCS3EXTR,
[¥]  CUNETPUB\WWWROOT\SITECORE\SC TEST INSTALL\DATABASES\SCS3MAST
CANETPUB\WWWROOTASITECORENSC TEST INSTALLADATABASES\SCSIRECY!
[¥]  CANETPUB\WWWROOTASITECORENSC TEST INSTALL\DATABASES\SCSISECUI
[¥]  CUNETPUB\WWWROOTASITECORENSC TEST INSTALL\DATABASES\SCSIWES_
O CINETPUBYWWWROOT\SITECORE\SCS 3 PRICELIST\APP_DATA\SCS3ARCHIVE
[] CUNETPUB\WWWROOT\SITECORE\SCS 3 PRICEUST\APP_DATA\SC53CORE_D ¥ |
< >

Database role membership for: C:UNETPUB\WWWROOT\SITECORE\SC TEST

Eonnectin —rrpE
[] db_sccessedmn
Seves & backuoonstor
ALEXK\SQLEXPRESS [ do_detereader
Conneciion vl L

33 o= M
[] db_denydataieader
8¢ View connection properties [] db_denydstawriter

[ db_owner
- [ db_securityadmin
Progiess BT pores

@ Eror ocoured

9. Ensure that the public checkbox is also selected.
10. Click OK to create the user.

Granting Execute Rights to Stored Procedures

To grant execute rights to stored procedures:

1. Inthe SQL Server Management Studio Express window, expand Databases.
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2. Right-click a Sitecore database and click Properties.

' Microsoft SOL Server Management Studio Express

File Edt Wiew Tools Window Help

SlNewouery | [y 05 1 @ | B () B2 B8 05

M= BT
CAINETPUBLWWWROOTISITECORE|S A
CHAINETPUBYWWWROOTISITECORE|S )
CHAINETPUBYWWWROOTISITECORE|S
CHAINETPUBYWWWROOTISITECORE|S ALERKISQLEXPRESSID)
CHAINETPUBYWWWROOTISITECORE|S
SITECORELS
o1 =

Mew Database, ..
M Query
Scripk Database as

[ Database Diagrams
[ Tables
[ views

Tasks [ synonyms

[ Programmahility

R
ename a Security

Delete

Refresh

Pr i
CHINETPUBY WWYWROOTISITECORE|S
CHINETPUBY WWYWROOTISITECORE|S
CHINETPUBY WWYWROOTISITECORE|S
CAINETPUB WWWROOTISITECORELS

HEEHEEEEEEEHEEEEHEEEEE

3. Inthe Database Properties window, select the Permissions page.

B Database Properties - C:\INETPUBWWWROOT\SITECORE\SC TEST INSTALL\DATABASES\SCS3aRC. .. [= |[B7]%)

Selectapage i g
S v H
& General <5 scint ~ R Hsp
2 Fies
& Flegroups Server name: ALEXK\SQLEXPRESS
4 Options
& Pemissions
& Extended Propettes Database pame: CAUNETPUB\WWWROOTASITECORENSC TEST INSTALL\DA
Users of roles:
Name Type
A SCuser User
A& stn User
A stecore User
A test_user User
< >
—T
[T | Bk gmmison o SC wer
Setvee Pesmission Granitor Grant WithGrant  Deny Al
v
ALEXK\SOLEXPRESS Create XML schema...  dbo ] 0
Connection Delle. gho 0 0
52 Exscute dbo O O
&) View connection propeities Insast dbo O O
References dbo m] 0
B & o g
B Show plan dbo O O
oady Subsciibe query notifi..  dbo O )
Take ownership dbo (] 0 v
Cancel

4. Inthe Users or roles field, select the user and in the Explicit permissions for field, in the Grant
column give the user Execute permission.

Repeat this procedure for the other Sitecore CMS databases.
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3.8

Creating a Web Project in Visual Studio

Sitecore extension projects should use the ASP.NET Web Application Project, supported by Visual Studio
2005 SP1 and Visual Studio 2008.

To setup a Web Project:

1. Start Visual Studio.
2. In Visual Studio, click File, New, Project.
3. Inthe New Project window, select ASP.NET Web Application and provide a name, for example:
Sample Project.
rJI'f-!PJ'u]ef;[ Ja
Project bypes: Templates: El El
= visual C# Visual Studio installed templates
Windows
+- Smark Device [s
Database ?g %*
Starter Kits ASP.MET Web ASP.MET Web
‘Web Application  Service Ap...
#- visual C++
+- Other Project Tvpes My Templates
Search Online
Templates...
A project for creating an application with a Web user interface
MNarme: Sample Project
Location: C:iInetpubivwwroot! Sitecore
Solution Mame: Sample Project Create directory for solution
When you click OK, Visual Studio creates a project folder with the name you specified and in the
folder it creates some related files as well as some additional files that will not be used.
4. Close Visual Studio.
5. Open Windows Explorer and locate the project folder — this will probably be in a folder under My
Documents\Visual Studio 2005\Projects.
6. Move or copy the Properties folder, and the * . csproj, and *.csproj.user files to the
Sitecore webroot. You can delete the Visual Studio project folder now if you wish.
7. Inthe Sitecore webroot, double-click the * . cspro7 file to open the project in Visual Studio.
8. InVisual Studio, in Solution Explorer, right-click the default.aspx page and click Exclude
From Project.
9. In Solution Explorer, right-click References and click Add Reference.
10. In the **** window, click the Browse tab and select the Sitecore.Kernel.dl1 file, and then
click OK.
11. In Solution Explorer, select the Sitecore.Kernel.dl1 file and set the Copy Local property to

false.
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To edit files in Visual Studio, you must make them visible and include them in the project.
To make the files visible:

1. Inthe Solution Explorer, click Show All Files.

Solution Explorer - Sob

"o 5qShow All Files

2. You must now include the files you want to edit. For example, right-click the XSL folder and click
Include in Project.

3. Finally, double click the files themselves to edit them.
4. Close Visual Studio.

When you are prompted, save the specified items in the default location. In the future, you can open this
project by opening the corresponding * . s1n file in the Sitecore CMS webroot.

Related reading:

e http://msdn2.microsoft.com/en-us/asp.net/aa336618.aspx

e http://webproject.scottgu.com/

e http://webproject.scottgu.com/CSharp/Default.aspx

e http://webproject.scottgu.com/CSharp/HelloWorld/Helloworld.aspx
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3.9 Post-Installation Steps

This section describes the steps that we recommended you to take after the Sitecore CMS webroot and
databases have been installed.

3.9.1 Move the Data Folder to a Non-public Area
We strongly recommend that the data folder is moved to a non-public area.

If you do not move the data folder, anonymous visitors will be able to download any of the files contained
in this directory by typing a direct URL to the file. Many of the files in the data folder contain valuable
information that should not be available to unauthorized users.

To protect this information, move the data folder to a non-public area of the disk. Remember to give for
the ASPNET,IUSR_<MachineName> (or Network Service user on Windows 2003) read/write access to
the data folder.

After the folder has been moved, you must modify the DataFolder attribute in the web.config file to
configure Sitecore to fetch data from the new location.

For example:
<sc.variable name="dataFolder" value="D:\Sitecore\Data" />

The path should have no trailing slash.

3.9.2 Rebuild the Search Index

You should rebuild the Search Index for the core database and the Quick search index.

To rebuild the Search Index, Log in to the Sitecore desktop and click Control Panel » Database » Rebuild
the Search Index.

2 Sitecore -- Webpage Dialog

Select Search Index

Select the search index that you want to rebuild, You can rebuild more than one index at
a time. Click Rebuild to rebuild the search index.

Rebuild Search Index
».=_=

|:| master

Quick search index

< Back ][ Rebuild = ] [ Cancel
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3.9.3 Making Your Computer More Secure

This section will help you to make your computer more secure against known attacks.

Disable all unused extensions in the IIS

We recommend that you disable all unused extensions in the IIS.

@ Sitecore

For a Sitecore solution, you only need the .NET and perhaps ASP extensions. You can therefore remove

.idc, .shtm, and so on.

To remove these extensions:

1. Open the Internet Information Services window.

2. Right-click the Sitecore Web site and click Properties, Home Directory, Configuration.

3. Inthe Application Configuration window, select the extensions you want to remove and click

Remove.

Application Configuration g
Mappings | Options | Debugging | Cache Options | Process Options
[¥] Cache 154P1 applications
Application Mappings
Exten... Executable Path Werbs A
.a3a CAWINDDWS\System32hinetsrvhasp....  GET.HEA.
.agan ciwindowstmicrosoft net\frameworkh...  GET HEA.
A3CH c:hwindowsricrozoft net\framework . GET.HEA
.ashs crwindowshmicrosoft. net\framewarkh...  GET.HE&.
.asmms cwindowsimicrosoft. net\frameworkh...  GET HEA.
.amp CAWINDDWS\System32hinetsrvhasp....  GETHEA.
aspu GET.HEA.
i : GET.HEA.
| GET.HEA
.cer .. GETHEA
config GET.HEA.
4 >
add | [ Edt ]| [ Remowe

Disable anonymous access to /sitecore/rest.aspx file

Make sure you have disabled anonymous access to the /sitecore/rest.aspx file. For details, see Section

3.5, Configuring the IIS.
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3.10 Uninstalling Sitecore

Before uninstalling Sitecore, delete the 1IS Web site or update it to reference a different directory, or stop
IIS by executing the following command:

net stop w3svc.
Stop the SQL Server process:
o for SQL Server Express: net stop "sql server (sglexpress)"

o for every other edition of SQL Server: net stop "sgl server (mssqglserver)"

Remove the Sitecore file system.
Remove any databases on remote or local servers that are used by this instance of Sitecore.

If you used the installation program to install Sitecore, use the Add or Remove Programs facility in
Windows Control Panel to uninstall it.

In the Add or Remove Programs window, locate the appropriate entry and click Remove:

¥ Add or Remove Programs

-
@ Currently installed programs: [ showupdates
Change or TS MCrosort NET Framework 1.1

Programs #5) Mcrosoft \NET Framework 1.1 Hotfix (KB886903)
5 Microsoft NET Framework 2.0
% [ Microsoft SQU Server 2005
Add New [ Microsoft SQU Server Management Studio Express
{3 Microsoft SQU Server Native Chent
E} [J Microsoft SQU Server Setup Support Files (English)
AddjRemove [ Microsoft SQU Server YSS Writer
CMS | MSXML 6.0 Parser
§5) NVIDIA Windows 2000/XP Display Drivers
Sitecore® CMS v5.3.0 Build 061102 - pn

To remove this program from your computer, click Remove,

[ SoundMmax
15 ToSHIBA ConfigFree

5 windows Installer 3.1 (KBS93803)
8 Windows Internet Explorer 7

15/ windows Media Connect

Restart the SQL Server and IS services as appropriate.
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Using the Sitecore Installation Program

This chapter describes the process of Sitecore CMS installation using the setup
executable installation program.

This chapter contains the following sections:
e The Sitecore Installation Program
e Windows Vista Pre-installation Steps
o Databases Setup
e Sitecore CMS Client Setup
e Important Notes

e Troubleshooting
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4.1 The Sitecore Installation Program
The Sitecore installation program consists of two separate installation files:
e Sitecore 6.X.X rev. XXXXXX.exe
e Sitecore 6.X.X rev. XXXXXX DB.exe
If you want to run both the Sitecore SQL databases and the Sitecore Client on the same machine, you
only need the Sitecore 6.X.X rev. XXXXXX.exe file.

If you want to host the databases on a separate database server, you should run Sitecore 6.X.X
rev. XXXXXX DB.exe on that server first, and then install the Sitecore Client on the client machine.
You must then edit the connection string so that it points the client installation to the actual location of the
databases.
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4.2 Windows Vista Pre-installation Steps

Before you can install Sitecore on Windows Vista you must ensure that certain settings are configured
correctly.

You must ensure that:

e UAC (User Account Control) configuration security policy Detect application installations and
prompt for elevation is enabled.

e The lIS 6 configuration compatibility features are enabled.

4.2.1 The UAC (User Account Control) Configuration

To run the installation program on Vista, the UAC (User Account Control) configuration security policy
Detect application installations and prompt for elevation must be enabled (this setting is enabled by
default).

To check if this setting has been changed on your machine:
1. Loginto Vista as an administrator.
2. Press WIN + R to open the Run window.
3. Inthe Run window, enter secpol.msc and press Enter.

The UAC (User Account Control) requests your permission to continue.

User Account Contral @

@ Windows needs your permission to continue

If you started this action, continue,
Microsoft Management Console
Microsoft Windows

User Account Control helps stop unauthorized changes to your computer.

4. Click Continue to open the Local Security Policy window.
5. In the left-hand pane, expand the Local Policies node and select Security Options.

6. Scroll to the bottom of the list of policies in the right-hand pane.
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@ Sitecore

iz, Local Security Policy EI@
File  Action  Miew Help
e 2@ XE=H
Iﬂ Security Settings Policy . Security Setting o
“ E A.EtnuntpDhEIES. DShuthwn: Clear wirtual mermory pagefile Disabled
E Passward Policy . DSystem cryptography: Farce strong key protection for user key.. Mot Defined
P j%c.:c;z:;z:ockoutpohcj DSystem cryptography: Use FIPS compliant algorithms for encr.., Disabled
.3 Audit Palicy DSystem objects: Require case insensitivity for non-Windows su.. Enabled
:—: User Rights Assignmen DSystem ohjects: Strengthen default permissions of internal sys.. Enabled
- ﬁm DSystem settings: Optional subsystems Posix
T \indows Firewall with Ady DSystem settings: Use Certificate Rules on Windows Executable..  Disabled
= DUserAccountContro\:Admin Approval Mode for the Built-in...  Disabled

- ] Public Key Policies
| Software Restriction Policie
3 lg IP Security Policies on Loc:

4

1 3

DUserAccount Contral: Only elevate ULccess applications that.,
DUserAccount Control: Run all administratars in Admin Appro..
DUserAccount Contral: Snitch to the secure desktop when pra..,

DUserAccount Control: Behaviar of the elevation prompt for a.,

Prornpt for consent

Enabled
Enabled
Enabled

E[ User Account Control: Wirtualize file and reqistry write failures to per-user locations ]

m

4.2.2 1IS 6 Configuration Compatibility Features

The Sitecore installation program requires IIS 6 configuration compatibility.

To ensure that the appropriate features are enabled:

1. Login to your Vista as an administrator.
2. Click Start, Control Panel.

3. Double-click the Programs and Features icon.

7. Verify that the User Account Control: Detect application installations and prompt for elevation
policy is set to Enabled.
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4. Inthe Tasks pane, click the Turn Windows features on or off task.

v <« Prograrns and Features - | +3 | | Search

Tasks .
= Uninstall or change a program

View installed updates

"Uninstall”, "Change”, or "Repair”.

Organize .« =3 Views
Mame
[E= 7-Zip 4.32
[ &dobe Flash Player 3 ActiveX
[ &dabe Flash Player Plugin
a Microsoft 0L Serser 2005

|a Microsaft SOL Server Native Client

|j flicrosoft SOL Serser WIS Mdriter
0 hozilla Firefox {2.0.0.3)

[57] Realtek AC'9T Audio
ﬂVMware Workstation

< T

To uninstall a program, select it from the list and then click

|j Microsoft SQL Server Managernent Studio Express

a Microsoft QL Server Setup Support Files (English)

Q) sitecore

The UAC (User Account Control) will request your permission to continue.

User Account Contral E

on to continue

If you started this action, continue,

Windows Features
Microsoft Windows

User Account Control helps stop unauthorized changes to your computer,
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5. Click Continue to open the Windows Features dialog box:

6
7
8.
9

Windows Features =n =R ==
Turn Windows features on or off (7]

To turn a feature on, select its check box To turn a feature off, clear its
check box & filled box means that only part of the feature is turned on,

[] }. FTP Publishing Service -
=] | Wieb Managernent Tools
= , IS 6 Managernent Cormpatibility
[] 1. OS 6 Managerment Console
D J 1K ipting Tools
o IS 6 W Campatibility
oI5 Metabase and I3 6 configuration cormpatibility
, IS Management Consale
, IS Management Scripts and Tools
| I3 Managernent Service

| World Wide Web Services -
4| 1 r

m

Locate and expand the Internet Information Services group.
Locate and expand the Web Management Tools group.
Locate and expand the IIS 6 Management Compatibility group.

Ensure that the 1IS 6 WMI Compatibility feature is enabled.

@ Sitecore

10. Ensure that the 1IS Metabase and IIS 6 configuration compatibility feature is enabled.
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4.3 Databases Setup

This section describes how to install and set up Sitecore when the databases are hosted on a separate
database server.

Go to the Sitecore CMS 6 download page and download the Sitecore 6.X.X rev. XXXXXX DB.exe
file.

Run the installation program and it will guide you through the installation process.
The installation wizard:

1. The Welcome dialog box.

{7 Sitecore® CMS Databases - Installation

Welcome to the installation
wizard for Sitecore® CMS

Databases S I tec 0 re'

The wizard will inskall Sitecore® CMS Databases on your
computer, To continue, click Mext, Mote, that the current
installation should be run on the database server only.

Wersion: 6.0.0 rey, 0B0627

2007 Ready

WARNING: This program is prokected by copyright law and
international treaties.

< Bk, [ Hexts [ Cancel
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2. The License Agreement dialog box.

i Sitecore® CMS Databases - Installation ['5__(|

License Agreement
Please read the following license agreement carefully.

YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND ~
CONDITIONS BEFORE USING THIS SOFTWARE {THE “SITECORE
SOFTVWARE”). ANY USE OF THE SITECORE SOFTWARE IS SUBJECTTO
YOUR FULL ACCEPTANCE OF THIS LICENSE AGREEMENT.

License Agreement for Sitecore Software

Limited License Grant
Upon payment in full of the license fee, this License grants You a non-exclusive,
perpetual, nan-transferable, non-sub-licensable license to use the Sitecare

Sathwara withoottirma lienitatinne in nhiart code faren anle cobiaet o tha fallossdinn

@51 accept the terms in the license agreement:

(7)1 do nok aceept the kerms in the license agreement

v

= Back ][ Mexk = ] [ Cancel ]

Read the license agreement and accept it to continue the installation. If you disagree, do not
accept it and cancel the installation.

3. The Sitecore CMS Databases Website Name dialog box:
{7 Sitecore® CMS Databases - Installation

Sitecore® CMS Databases Website Name
There could be several websites installed on one machine. Please provide a

unigue nare For this instance.

Instance name: Sitecoref\Website

NOTE: This name serves ta identify the current instance of the application being installed.
It becomes the databases prefix by default and is used to tie client and server
installation,

< Back ” flext = ] [ Cancel

In the Instance name field, enter a unique name for the Web site you are going to create

This should a unique name. It serves as the database prefix and is used to tie the client and the
server installation together.
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4. The Destination Folder dialog box.

i Sitecore™ CMS Databases - Installation

Destination Folder
Click Mext to install ko this folder, or click Change ta install to a different Falder,

@ Install Sitecore® CMS Databases to:
[\ Sikecores. 0 SikecoregiWebsite)

= Back ][ Mext = ] [ Cancel

You can change the default destination folder for the Sitecore CMS databases.

Note
Make sure that your SQL Server user has enough rights to the database installation folder.

5. The Database Vendor dialog:

i¢ Sitecore® CMS Databases - Installation

Database Vendor
Flease specify the data storage you plan to leverage for your website

Supported Databases
® Microsoft SQL Express / 2005

O Oracle

< Back. ” Mext >

l Cancel

Choose the database vendor and click Next.
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6. The Database Server dialog box.

i Sitecore® CMS Databases - Installation E|

Database Server
Select database server and authentication method

Select the database server toinstall ko From the lisk below or click Browse to see 4 list of all
database servers, You should select a server located on this machine. You can also specify the
way ko authenticate your login using your current credentials or 3 SOL Login ID and Password.

Database Server:

[ (localy\SQLEXPRESS v | [ Browse...

Conneck using:
() wWindows authentication credentials of current user

(%) Server authentication using the Login ID and password below

Login ID: |sa

Password: |=oe*=o==k=|e|

= Back H Mexk = ] [ Cancel

You must select the database that you want to install the Sitecore databases on and specify the

authentication method that you want to use.

By default sa user is used. For instructions on how to create a custom database account for
Sitecore CMS, read section 3.7.2, Creating a Database Account for Sitecore CMS Databases on

SQL Server 2005.

When you click Next, the installation program tries to establish the connection using the
parameters that you specified. If it connects with the database, you can proceed. If it fails to

connect, the program will offer to try again.

Note
You should provide the SQL Server name, which is used on the current server.
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7. The Ready to Install dialog box.

i Sitecore™ CMS Databases - Installation

Ready to Install Sitecore® CMS Databases
The wizard is ready ko begin installation,

Flease select Install to complete the installation.

< Back. [ Instal 1 [ Cancel

Click Install to start the installation process or Back if you wish to change one of the settings.

8. The Installation Completed dialog box.

{7 Sitecore® CMS Databases - Installation

Installation Completed

sitecore

The wizard has successfully installed Sitecore® CMS
Databases, Click Finish to exit the wizard,

Firiish Cancel

This dialog box is displayed when the installation is successfully completed.
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4.4 Sitecore CMS Client Setup

This section describes how to install and set up the Sitecore client.

Go to the Sitecore CMS 6 download page and download the Sitecore 6.X.X rev. XXXXXX.exe.

Run the installation program and it will guide you through the installation process.

Note
You should create a new IIS site before you run the installation program.

1. The Welcome dialog box.

i Sitecore® CMS - [nstallation

Welcome to the installation
wizard for Sitecore® CMS

sitecore

The wizard will install Sitecore® CMS on your computer. To
continue, click Mext,

Wersion: 6.0.0 rey, OB06ZF

2007 Ready

WaRNING: This program is prokected by copyright law and
inkernational treaties,

< Back [ Hext 1 [ Cancel

2. The License Agreement dialog box.
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Read the license terms and accept it if you agree to continue the installation, or do not accept it if
you disagree and cancel the installation.

i Sitecore® CMS - Installation ['5__(|
License Agreement
Please read the following license agreement carefully.

YOU SHOULD CAREFULLY READ THE FOLLOWING TERMS AND ~
CONDITIONS BEFORE USING THIS SOFTWARE {THE “SITECORE
SOFTVWARE”). ANY USE OF THE SITECORE SOFTWARE IS SUBJECTTO
YOUR FULL ACCEPTANCE OF THIS LICENSE AGREEMENT.

License Agreement for Sitecore Software

Limited License Grant
Upon payment in full of the license fee, this License grants You a non-exclusive,
perpetual, nan-transferable, non-sub-licensable license to use the Sitecare

Crfhuara withmtfirna limitatinne in nhiart fada foeen nnle cobiaet b tha followine

@1 zccept the terms in the license agreement:

()1 do nok aceept the kerms in the license agreement

< Back, " Pt = ] [ Cancel ]

9. The Prerequisites dialog box.

The installation checks the prerequisites at the very beginning of the installation. This dialog box
shows the results of the check. If your machine satisfies the prerequisites, a green check mark is
displayed; otherwise a red cross is displayed.

If the last prerequisite from the list is not satisfied, we recommended that you select the Register
ASP.NET 2.0 component in IS check box.

i'—§' Sitecore® CMS - Installation

Requirements Checklist
The Following companents are required to install Sikecore® CMS

- Internet Information Services 5+ 4
- .MET Framework 3.5 4

- BSP.NET registered in 115 v

DRegister ASP.NET 2.0 component in 115

< Back, " Mt = ] [ Cancel

3. The License File dialog box.
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@ Sitecore

Browse and point the valid Sitecore license. Only in this case you will be allowed to proceed with
the installation. Click Browse button and select the license file, then click Next.

i Sitecore® CMS - Installation %)
License File
Provide a valid license file for Sitecore® CMS
[l Sitecorel Datalficense. xml Erowse
< Back ][ Mexk = ] [ Cancel

4. The Website Name dialog box.

Enter the name of the Sitecore CMS Web site here. Due to the fact that several instances of
Sitecore can be installed on one machine, this name serves as a unique identifier for the rest of

the information related to this particular instance.

The name of the Web site must be the same as the Instance Name specified during the database

installation.

i'—§' Sitecore® CMS - Installation

Sitecore® CMS Website Name

There could be several websites installed on one machine, Please pravide a
unique name Far this instance.

‘Website name: Sikecoreciebsite

NOTE: This name serves to identify the current instance of the application being installed.
It becomes default hostname of the IIS & website,

<Back || mewt>

J [

Cancel

This name will also be used as the IIS site name if you choose to create one in the Choose IIS

site dialog box.
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5. The Destination Folder dialog box.

You can change the default destination folder for Sitecore.

il Sitecore® CMS - Installation

Destination Folder

Click Mext to install to this folder, or click Change to install to a different Folder,

G Install Sitecore@® CMS ko
[n:\Sikecoret. 0l Sitecorediwebsite|

[ Mexk = ] [ Cancel
i@ Sitecore® CMS - Installation
A
Change Current Destination Folder \‘I A

Browse to the destination folder,
Look in:

£F Sitecoretiebsite | ok
Folder name:

L QK ] [ Cancel
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@ Sitecore

6. The Choose IIS site dialog box (Win2003 only).

If you install Sitecore on Windows 2003, this dialog box lets you specify whether you wish to
create a new |IS Web site for the new Sitecore instance, or use an existing one. The Create new
IIS site check box is selected by default. If you clear it, the dropdown menu with all available sites
appears. Select a site, and Sitecore will be accessible through this site after the installation.

i Sitecore® CMS - Installation
Choose IIS site

Choose or create a site bo install new Sitecore instance

Select the 115 site to instal Sikecars:

site configuration

Set home directory of the selected site to the installation directary

Important: If wou choose the existing site, wou are responsible for the correct

X

Q

< Back. ] [

Mext =

] [ Cancel

7. The Database Vendor dialog box.

7% Sitecore® CMS - Installation
Database Vendor
Please specify the data storage you plan to leverage for this website
Supparted Databases The type of nstallation

SOLite (easiest
SRR ) C Both client and databases

@ Microsoft SQL Server

@ Client oty
O tracle

< Back ” Next = } l

Cancel

Select the type of database that you want to run Sitecore CMS on.

If you select Microsoft SQL Server, the installation program offers to provide the installation type
(install both client and server side part on this machine or just the client, assuming that the

databases were set up on a database server).
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8. The Database Server dialog box.

i Sitecore® CMS - Installation §|

Database Server
Select database server and authentication method

Select the database server toinstall ko From the lisk below or click Browse to see 4 list of all
database servers. You can also specify the way to authenticate vour login using your current
credentials or a SQL Login ID and Password.

Database Server:

s v
Conneck using:

() wWindows authentication credentials of current user

(%) Server authentication using the Login ID and password below

Login ID: |sa

Password: |=oe*=o==k=|e|

= Back ” Mext = ] [ Cancel

Provide the connection settings for MS SQL or SQL Express database types here. In case of the
Client only installation type, the name of the database server where the databases are already
installed should be entered. When you click Next, the installation program tries to establish a
connection with the parameters that you specified.

If it connects with the database, you can proceed. If it fails to connect, the program will offer to try
again.

In particular situations server administrators may not want to use the sa user to connect to
databases. For instructions on how to create a custom database account for Sitecore CMS, read
section 3.7.2, Creating a Database Account for Sitecore CMS Databases on SQL Server 2005.

9. The Database files dialog box.

By default the program allows installing all the database files, disregarding the database vendor
which was chosen. This dialog box allows you to uncheck the database files you don’t want to be
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installed in order to save the disk space.

iz Sitecore® CMS - Installation
Database files

The following database files will be copied to your installation folder.

[ S0Lite database fles
[CIMS SQL database fles

Cracle database fles

I

< Back. Mext =

J |

Cancel

10. The Ready to Install dialog box.

Check your selections. Click Install if you are satisfied or click Back
setting.

i# Sitecore® CMS - Installation
Ready to Install Sitecore® CMS

The wizard is ready to begin installation.
Flease review your choices and select Install to complete the installation.

License file path: D\CMSYicense. xm|
Website name: SitecoreeWebsite
Destination directory: DACMS\SitecoresWebsitel,

Database: Microsoft SQL Server

< Back

Instal

Cancel

11. The Installation Complete dialog box.

if you wish to change a

This dialog box will be displayed if the installation is completed successfully. You may check the
Run Sitecore checkbox to run Sitecore after clicking the Finish button.
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4.5 Important Notes

e Make sure you have disabled anonymous access to the /sitecore/rest.aspx file. For details, see
Section 3.5, Configuring the IIS.

e The installation program performs IIS backup at the very beginning. There is therefore an option
to repair the IS in case of failure.

e The installation program automatically sets the ASP.NET version to 2.0 in the IIS without asking
the user. The reason is that Sitecore CMS 6 runs under .NET Framework 3.5.

e You can install as many instances of Sitecore on a single computer as you wish.

e The Sitecore CMS configuration files are automatically modified according to the settings
provided in the wizard.

e The windows authentication setting is disabled in the SQL Login settings dialog box, because
Sitecore 5.3 supports SQL authentication.

e The XmlControls.ThrowException web.config setting specifies whether or not an
exception is thrown when an Xml Control cannot be loaded. It is set to true by default, as long as
it provides better debugging possibilities, but under certain conditions it might prevent the
Sitecore client from working. Any errors are written to the log.
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4.6 Troubleshooting
If the installation program fails, archive the log file and attach it to your support request.
Here are two scenarios that you might come across:

¢ If the installation program fails after you click Install in the Ready to Install dialog box, the log file
is automatically created in the following folder: C:\installlog.txt.

Note:
The log file is recreated during each installation. You should therefore copy it right after an
unsuccessful installation. Otherwise the file will be overwritten.

¢ If the installation program fails before you click Install in the Ready to Install dialog box, you
should run the installation again with the following parameters:

Setup.exe /V”/log log.txt”, where log.txt is the log file name.

It log file is created in the same folder with the .exe file.
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Oracle Database Storage Setup

This chapter describes how to set up Oracle database storage for Sitecore CMS.
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51 Quick Start Setup (Oracle 10g Express Edition only)

This section describes the quick installation of the Oracle data provider on a clean Sitecore CMS
installation with Oracle 10g Express Edition. Such installation can be used for testing or development
purposes.

1. Install Oracle 10g Express Edition Server (OracleXEUniv.exe).
Note: Use “manager” password for SYSTEM user.

2. Install Sitecore CMS 6.0.2 using the .exe setup executable.
3. Load Sitecore data into the XE database:
a. Inyour computer's System Properties/Advanced/Environment Variables set up
variables as follows:
DATABASE = XE
TBS = USERS
b. Inthe /Databases/Oracle folder launch createdata.bat.
c. Remove DATABASE and TBS variables from the environment.

4. Copy the dataFolder variable definition from Web.config to Web.config.Oracle.
For example <sc.variable name="dataFolder" value="c:\sitecore\data"/>

5. Backup the original Web.config and rename Web.config.Oracle to Web.Config.

Configure IS as for a usual Sitecore installation and run Sitecore.
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5.2 Oracle Storage Setup In Detail

This section describes setting up a Sitecore CMS with Oracle databases in detail.

5.2.1 Database Server Preparations

Database server must be an Oracle 10g or higher database instance which meets the following
requirements:

1. Oracle instance must be configured in shared server mode.

2. Oracle instance must contain a tablespace for Sitecore having at least 200MB of free space
initially. More space will be needed as Sitecore database grows. Perform these steps on the
Oracle Database Server (or a workstation PC with the administration tools for the Oracle) to set
up Oracle databases for Sitecore CMS:

1. Install Sitecore CMS Databases (*DB.exe setup executable, version 6.0.2 or higher). Alternatively
you can copy the /Databases/Oracle folder from an existing Sitecore 6.0.2 installation.

2. Load Sitecore data into the Oracle database:

a. Inthe computer's System Properties/Advanced/Environment Variables set up user-
level variables as follows:
DATABASE = The name of the Oracle Database instance that will host Sitecore data
(as set up on the PC).
TBS = Name of the tablespace for Sitecore data
PASSWORD = password for the system user of the Oracle instance.
PREFIX = Prefix to use for user schema names and passwords (default: sc).

b. Launch the createdata.bat file from the /Databases/Oracle/ folder.
c. Remove DATABASE, TBS, PASSWORD, PREFIX variables from the environment.

Installation scripts will set up three user schemas: %PREFIX%core, %PREFIX%master, %PREFIX%web
(default: sccore, scmaster, scweb). User passwords are the same as the user names.

5.2.2 Website Server Setup Instructions
The following instructions describe a web server setup where Sitecore CMS file system will be hosted.

1. Install Oracle Client matching the Oracle Database version. Make sure Oracle Data Provider for
.NET 2.0 is installed. Add a connection to the appropriate Oracle instance (created as described
in the Database Server Preparations section). For detailed instructions on this topic, refer to
Section Adding a Connection to the Oracle Instance.

Note: When installing Oracle Data Provider in a 64-bit Environment, make sure you use Oracle
Client for Windows x64.

2. Install Sitecore CMS 6.0.2. If you are installing Sitecore from a ZIP archive (not an exe setup
executable) you should configure the dataFolder setting and put a valid license.xml file into the
data folder before proceeding to next steps.

3. Copy dataFolder variable definition from Web.config to Web.config.Oracle.
For example <sc.variable name="dataFolder" value="c:\sitecore\data"/>

4. Inthe Web.config.Oracle, in runtime/assemblyBinding section set bindingRedirect to the
Oracle.DataAccess assembly version installed on your system:
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a. Open Global Assembly Cache by running the ‘assembly’ command in the command
prompt of the Run console (Win+R).

b. Locate Oracle.DataAccess.dll for your Oracle Client version, right-click, choose
Properties and copy the Version value which can be in one of the following formats:

i. 10.2.x.x (Oracle Client versions prior to 10.2.0.2).
ii. 2.102.x.x or 2.111.x.x (Oracle Client versions 10.2.0.2 and higher).
c. Modify the assemblyBinding setting. Replace 10.2.0.100 with your assembly version:
<dependentAssembly>
<assemblyIdentity name="Oracle.DataAccess"
ublicKeyToken="890483f429c47342" />
<bindingRedirect oldVersion="9.2.0.401"

newVersion="10.2.0.100"/>
</dependentAssembly>

5. Backup the original Web.config and rename Web.config.Oracle to Web.config.

6. Modify connection strings in /App_Config/ConnectionStringsOracle.config to point to the valid
Oracle instance.

a. Data Source parameter must point to the local Oracle instance name as configured in
the Oracle Net Manager.

b. User names and passwords must be adjusted to match those installed on the
database server. Default names/passwords are sccore/sccore , scmaster/scmaster
and scweb/scweb.

7. Configure IIS as for a usual Sitecore installation and run Sitecore.

Adding a Connection to the Oracle Instance

After installing Oracle Client on your PC or server you can find Oracle Net Manager in All Programs »
Oracle - Home » Configuration and Migration tools » Net Manager.

rj Oracle - ODACHome1 @ Application Development

@ Startup [} G Configuration and Migration Tools  * ﬁ Met Configuration Assistant

@ Windows Powershell 1.0 » @ Inkegrated Management Tools »

Jet Manager

& Internet Explorer I Oracle Installation Products *

All Programs . _ Remote Assistance
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The main window of Net Manager consists of the item tree (on the left side) and the details pane (on the
right side). To the left of the item tree there is a toolbar that allows to add and remove connection
descriptions.

';«:’-' Oracle Met Manager - C:\oraclelproduct’y10. 2.0kclient_ 1\NETWORKMADMIN

Eile Edit Command Help

S-%# Oracle Met Configuration
S, Lacal
& Profile

Listeners

To add a new connection to Oracle instance click the Create button on the toolbar to the left of the item
tree.
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;';’-‘-' Oracle Het Manager - C:\oraclelproduct’10. 2.0kclient_ 1\NETWORKMADMIN

File Edit Command Help

=84 aracle Met Configuration
& Prafile

Listeners

This starts the Net Service Name Wizard.

2% Net Service Name Wizard: Welcome

To access an Oracle database, o other service, across the network
you Use 2 het service name. This wizard will help you create 3 net
Serice name.

Enterthe name you wantto use to access the database or service, It
can be ary name you chooge.

Met Service Mame:

Cancel

On the first page of the wizard enter the Net Service Name and click Next.

Net Service Name is the local alias that Sitecore will use to connect to the Oracle server. It must be
specified in the data source part of the connection strings in ConnectionStringsOracle.config in Sitecore.
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2% Net Service Name Wizand: Welcome

To access an Oracle datahase, or other service, across the netwark
you use a net service name. This wizard will help you create a net
SENCE NAaMme.

Enter the name you wantto use to access the datahase or senvice. It
can be any name you choose.

MNet Service Mame: SITECORE

Cancel Back [R[=F -

Choose Protocol to connect to the Oracle service and click Next. It is most common to use TCP/IP
protocol without encryption in local networks.

% Net Service Name Wizard, page 2 of 5: Protocol

To cammunicate with the database across a network, a network protocol
is used. Selectthe protocol used forthe database you wantto access

TCPIIP with 5L (Secure Internet Protocol}
Mamed Pipes (Microsoft MNetwarking)
IPC {Local Database)

Cancel
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For TCP/IP protocol set up the following settings: host name (or IP address) where the Oracle server is
located and TCP Port number. Click Next to proceed.

Note: Default port number is 1521.

2% Net Service Name Wizard, page 3 of 5: Protocol Settings:

To communicate with the database using the TCPAP protocol, the
database computer's host name is required. Enterthe TCPIP host
name for the computer where the database is located.

Host Name: 10.38.15.161

ATCPIP port hurber is also required. The part number for Oracle
databases i3 usually 1521, You should hot narmally need to specify a
different part number.

Part Murnber:

Cancel

Enter the Oracle service name (as configured on the remote server) and click Next.

Note: For Oracle 10g Express Edition service name is XE.

2% Net Service Name Wizard, page 4, of 5: Service
To identify the database or service you must provide either its service
name, far Oracledi 8.1 or later, or system identifer (SID), far Oracled 8.0

database wersions. The senice name for an Oracledi or later database
is normally its glabal database name

® (Qracledi or later) Service Name: ><E|
i {Oracled or Previous) SID ORCL

Optionally, you can choose ifyou want a shared or dedicated serer
database connection. The default is to let the database decide

Caonnection Type Database Default -

Cancel “  Back
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Once all parameters are entered, you can test connection to your server on the test page by clicking the
Test button.

2% Net Service Name Wizard, page 5 of 5: Test

Press Testif you would like to verify that the database can be
reached using the information provided

‘When you are finished, or ifyou want to skip testing, press Finish to
create the net service name or, if enabled, Next to continue

rzce.|

“Einish

Cancel «  Back ] et 3\)

If the server does not accept the default 'scott/tiger' credentials, click Change Login button and enter login
and password to one of your Sitecore database schemas.

Connection Test

(X]
Expect connecting to the database to take from one to several seconds to complete. Ifittakes longer,
please wait; the reasan for any failure will be displayed. To change the userid and password used for the
test press Change Login,

Wehen finished testing press Close.

£ Change Login
Initializing first test to usi
Atternpting to connect us|

The test did not succesd Username sceore
ORA-01017: imvalid user

Password i

Login Infarmation

There may be an error in|
ar the server may not be

%‘ Cancel

Change Login...
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When all parameters are entered correctly, connection test will report success.

Connection Test

Expect connecting to the database to take from one to several seconds to complete. Ifittakes longer,

please wait; the reasan for any failure will be displayed. To change the userid and password used for the
test press Change Login,

Wehen finished testing press Close.

Atternpting to connect using userid: sccore
The connection test was successiul

3

Change Login...| Test| Close

Close the test window and click Finish to close the wizard. Net Manager main window will display the
newly created connection and its parameters.
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