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Introduction

This document describes the Sitecore CMS installation.

For small implementations including developer workstations and testing

environments, Sitecore CMS and the database server can be installed on a single
computer. For larger implementations the database server is typically separated from
the application server. The content authoring environment for business users is also
frequently separated from the content delivery environment that is accessed by
internet users.

Sitecore can be broken down into three logical components regardless of whether a
setup .exe file or a .zip file is used to install a new instance of Sitecore and regardless
of the database technology that is used.

The three logical components are:

e |IS document root ("the Web site").

e Supporting file system for logs and data.

e Supporting relational databases. The databases are often stored under

the supporting file system.

Configuration is managed by files such as web.config and the files under the
/App_Config folder.

For information about hardening security when Sitecore is installed, see the Security
Hardening Guide.

The Sitecore CMS can be distributed in two ways:

e As an executable installation program — .exe file(s).

e As an archived copy of a Sitecore CMS solution in a file system — a zip

file.

The installation program should be used whenever possible. It contains a wizard
which guides you through the installation process.

Using the installation program requires considerably less manual effort than
configuring the zip file.
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You can create an archive of your Sitecore CMS solution to move it from one
computer to another.

The document includes the following chapters.
e Chapter 1 — Introduction
e Chapter 2 — Sitecore CMS 6 Requirements
e Chapter 3 — Using the Sitecore Installation Program
e Chapter 4 — Installing from the .ZIP File
e Chapter 5 — Limitations and Specific Requirements

e Chapter 7 — Appendix

Please contact http://support.sitecore.net/helpdesk/ for assistance or to report any
discrepancies between this document and the product.
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1.1

Preparing to Install Sitecore CMS 6

Depending on your choice of database technologies, the server administrator’'s preferences, and the
environment you want to run — development, testing, content authoring, content delivery, and so on
— there are various ways in which you can install Sitecore.

When you thoroughly understand the Sitecore CMS architecture and have read the installation
documentation, you should define a basic installation plan.

Before attempting to install Sitecore CMS, you should decide on the:

Project name and acronym, for instance ProjectName.

Acronym/prefix, for instance PN.

Target installation file system root, for instance C:\inetpub\wwwroot\ProjectName.
Database technology — SQL Server 2008, SQL Server 2008 R2 or SQL Express, or Oracle.
Database location — locally or on a remote server.

Appropriate Sitecore CMS license.

Hardware.

Administrative access to computers and databases.

Access to Sitecore Developer Network (http://sdn.sitecore.net) — contact a local sales office
or partner manager.

IIS configuration — host headers, and so on.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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Sitecore CMS 6 Requirements

This chapter describes the prerequisites, hardware, and software requirements for
Sitecore CMS 6 host and client computers. In this document the term “server” refers
to a Windows OS Web server and the term “host” refers to an installation of Sitecore
CMS on either a server or workstation.

This chapter contains the following sections:
e Sitecore Hosting Environment Requirements

e Sitecore Client Requirements

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.

Page 7 of 79



Sitecore CMS 6.5 Installation Guide @ SlteCOre

2.1 Sitecore Hosting Environment Requirements

2.1.1 |lIS Requirements
Sitecore CMS can be hosted on the following IIS versions running on supported operating systems:
e 1IS51

e [IS6.0
e |IS7.0
e |IS75

Sitecore CMS does not support any other ASP.NET web servers such as Visual Studio Cassini, IS
Express or Mono Web Server.

Important
Sitecore neither supports nor permits multiple IS website definitions pointing to the same Sitecore
web root.

2.1.2 Operating System Requirements
Sitecore CMS can be hosted on the following Microsoft operating systems:
¢  Windows XP (32-bit only)
o Windows Server 2003 (32/64-bit)
e Windows Server 2008 (32/64-bit)
e Windows Server 2008 R2 (32/64-bit)
e Windows Vista (32/64-bit)
e Windows 7 (32/64-bit)

Important
Visit Windows Update — http://windowsupdate.microsoft.com — and install all the appropriate service
packs and security updates on all of your Sitecore CMS host and client computers.

Windows XP Service Pack 2 (or a later update) must be installed on every Microsoft Windows XP
computer that hosts Sitecore or accesses Sitecore with Internet Explorer. Sitecore highly
recommends Service Pack 2 (or a later update) for Microsoft Windows 2003. Service Pack 1 is
required as a minimum.

Sitecore CMS supports the following editions of the Windows Vista operating system:

e Business

o Ultimate

e Enterprise
The other editions of Vista, such as Home Basic, have IS server limitations. For more information
about 1IS configuration on different editions of Windows Vista, refer to the following articles:

e Why you need Vista Business / Ultimate for IIS 7?

e |IS 7.0 Features and Vista Editions

Sitecore CMS supports the following editions of the Windows 7 operating system:

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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e Ultimate
e Professional

e Enterprise

It is possible to run Sitecore on Windows 7 Home Premium if you install [IS 7.5 on it. For information
about installing 11S 7.5 on Windows 7 Home Premium read the following article:

e Installing 1IS 7.5 on Windows 7 Home Premium, Home Basic, or Home Starter.

You can read about feature limitations in Windows 7 editions by reading the following article:
e Available Web Server (11S) Role Services in lIS 7.5

2.1.3 .NET Framework Requirements
Sitecore CMS 6 requires .NET Framework 3.5 Service Pack 1 or .NET Framework 4.
Any available updates to the .NET framework should be applied to every Sitecore host.

To reduce the number of ASP.NET configuration issues on Sitecore hosts running on IIS 6, install and
enable 1IS before updating the .NET framework.

If you are running IIS 6 and you have installed .NET Framework before installing IIS, please refer to
the following article for troubleshooting instructions:

e Troubleshooting an ASP.NET Installation (1S 6.0)

Important
To install Sitecore CMS 6 from the Sitecore installer, you must have .NET Framework 3.5 Service
Pack 1 preinstalled on the workstation.

2.1.4 Database Requirements
Sitecore CMS supports the following database servers:
e MS SQL Server 2008.
e MS SQL Server 2008 R2.
e MS SQL Server 2012.
e Oracle 10g (Update-1 and Update-2), 11g.

Note
You should have the Oracle specific license keys in your license file to run Sitecore with the Oracle
database: Sitecore.Oracle and Sitecore.FireDB.

Note
Starting with 6.5 Update-3, Oracle 10g is no longer supported, since Oracle does not provide active
support for 10.2 since July 2010.

Sitecore recommends running the database on a separate server from the web server(s).

2.1.5 Hardware Requirements for a Server Running a Single Sitecore
Installation

The following hardware requirements are recommended:
e 4 core processor
e 4GB of RAM

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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Note

The recommended hardware requirements are for running the software on a single computer. For
more information about running Sitecore on different kinds of hardware, consult your Sitecore partner
or Technical Sales Representative.
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2.2 Sitecore Client Requirements

2.2.1 Software Requirements

Browser

Sitecore CMS clients are browser-based user interfaces. Sitecore clients can run on the following
browsers:

e Microsoft Internet Explorer 9 is supported by CMS 6.5 Update-2 (rev. 111123) and later CMS
6.5 updates

e Microsoft Internet Explorer 7 and 8
e Mozilla Firefox 3.6 and later
e Google Chrome 5 and later

e Apple Safari 5

Note

To use Page Editor, Preview or Sitecore Debugger in Microsoft Internet Explorer 9, you must enable
Compatibility View mode in the browser. For more information about IE 9 support, see the known
issue on SDN.

Note
Sitecore CMS 6.5 supports all current stable versions of these browsers unless stated otherwise.

For more information on how to configure a browser, see the Browser Configuration Reference.

Silverlight

If you want to install Sitecore DMS, you must also install Microsoft Silverlight 4 or later.

2.2.2 Hardware Requirements
e Processor: Intel Pentium 4 2GHz or faster processor.
e RAM: 512 MB minimum. 1GB — recommended.
e TCP/IP connection at 512Kbps or faster to the Sitecore CMS host.

e 1024x768 or greater screen resolution required for advanced operations.

You do not need to install any additional software on the Sitecore CMS clients that access Sitecore
CMS servers.
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Using the Sitecore Installation Program

This chapter describes the process of Sitecore CMS installation using the executable
installation program.

You can download the Sitecore Installation Program from the Sitecore CMS
Downloads page.

This chapter contains the following sections:
e Windows Vista / Windows 7 Pre-installation Steps
e Installation Process
e Uninstalling Sitecore

e Troubleshooting

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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3.1 Windows Vista / Windows 7 Pre-installation Steps

Before you can install Sitecore on Windows Vista or Windows 7, you must ensure that the UAC (User
Account Control) configuration security policy Detect application installations and prompt for elevation
is enabled.

3.1.1 The UAC (User Account Control) Configuration

To run the installation program on Windows Vista or Windows 7, the UAC (User Account Control)
configuration security policy Detect application installations and prompt for elevation must be enabled
(this setting is enabled by default).

To check if this setting has been changed on your machine:
1. Loginto Vista as an administrator.
1. Press WIN + R to open the Run window.
2. Inthe Run window, enter secpol.msc and press ENTER.

The UAC (User Account Control) requests your permission to continue.

User Account Contral @

G Windows needs your permission to continue

If you started this action, continue,
@ Microsoft Management Console
Microsoft Windows
V Details

User Account Control helps stop unauthorized changes to your computer.

3. Click Continue to open the Local Security Policy window.
4. In the left-hand pane, expand the Local Policies node and select Security Options.

5. Scroll to the bottom of the list of policies in the right-hand pane.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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6. Verify that the User Account Control: Detect application installations and prompt for elevation
policy is set to Enabled.

i Local Security Policy EI@
File  Action  Miew Help
2| 5@ XRE =]

[ Security Settings Policy ‘ Security Setting M
4 E Account Policies

> E Password Policy

> E Account Lockout Polic
4 E Local Policies

> E Audit Palicy

DShuthwn:CIearvirtual mermory pagefile Disabled
DSystem cryptography: Farce strong key protection for user key.. Mot Defined
DSystem cryptography: Use FIPS compliant algorithms for encr.., Disabled
DSystem objects: Require case insensitivity for non-Windows su.. Enabled
DSystem ohjects: Strengthen default permissions of internal sys.. Enabled
Security Options DSystem settings: Optional subsystems Posix
. T Windows Firewall with A, DSystem settings: Use Certificate Rules on Windows Executable..  Disabled
+ [ Public Key Palicies DUserAccountContro\:Admin Approval Mode for the Built-in...  Disabled
| Software Restriction Policie DUserAccount Control: Behaviar of the elevation prompt fora., Prorptfor consent

, lg IP Security Policies on Loc:

[ [User Account Control: Only elevate executables that are signe... Disabled
DUserAccount Contral: Only elevate ULccess applications that., Enabled —
DUserAccount Control: Run all administratars in Adrmin Sppro.. Enabled
DUserAccount Contral: Switch to the secure desktop when pro..  Enabled

D User Account Control: Wirtualize file and reqistry write failures to per-user locations

m
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3.2 Installation Process

To start the installation process you need to launch the Sitecore 6.X.X rev.XXXXXX.exe application,
which starts the installation wizard. This section describes the steps of the wizard.

Note
The Sitecore CMS configuration files are automatically modified according to the settings provided in
the wizard.

Welcome screen

i Sitecore -Installation ]

Welcome to the
Installation Wizard for

Sitecore. sitecore’

The wizard will install Sitecore on your computer. To
continue, click Next.

Version 6.5.0 rev. 110418

‘Waming: Sitecore CMS software is patented, U.S. Patent No.
7,856,345, This computer program is protected by copyright
law and intarnational treaties. Unauthorized repreduction,
distribution or usage of this pragram, or any portion of it, may
result in severe civil and criminal panalties, and will be
prosecuted to the maximum extent possible under the law.

< Back | Next > I Cancel

Review the welcome screen and click Next.

Upgrade or New Instance

{i@ Sitecore -Installation x|

Delete or New Instance
Select 2n installation option.
‘L‘:}l This option installs a new instance of Sitscors,

| € Basting Instance
This option removes an existing instance of Sitecore.

<Back || MNexts> | Cancel

Select the New Instance radio button to install a new instance.

Select the Existing Instance to remove an existing instance of Sitecore CMS. This option is only
active when an instance of Sitecore already exists on the machine.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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License Agreement

il Sitecore -Installation x|
License Agreement
Read the licenss agreement carefully.

Sitecore License Agreement i’

LICENSEE'S USE OF THE SITECCRE SOFTWARE IS SUBJECT TO
LICENSEE'S FULL ACCEPTANCE OF THE TERMS, CCNDITIONS,
DISCLAIMERS AND LICENSE RESTRICTIONS SET FORTH IN THIS
AGREEMENT,

1. License Grant: Upon payment in full of the license fee, Licenser grants
Licensee a non-exclusive, perpetual, non-transferable, non-assignable, non-
sublicensable license, without ime limitations, to use the Sitecore Software, in
obiect cede form only exclusively for manaasment of Licensee's own current ;I

| 1 accept the terms in the licanse agresment. Print

(" 1 do not accept the terms in the license agresment.

< Back | Next > I

Read the License Agreement and select the appropriate radio button. Click Next.
What to Install?
Select the installation mode:

e Full mode (client and database). This mode installs both Sitecore databases and Sitecore
client on the local computer.

o Database only. This mode only installs Sitecore databases.

e Client only. This mode installs everything except databases.

3.2.1 Full Mode (client and database)

This mode installs both Sitecore databases and Sitecore client on the local computer.

i@ Sitecore -Installation =

What to install?
Choose apropriate mode of this instance

i+ Full mods (client and datsbase)

This mode installs entire solution to the local machine and lets you run the blank site
out of the box

" Database only

Thiz mode mostly suits for database servers where other Sitecore dlient will connect to

€ dlient enly (connect to external database)

This mode install just Sitecore dient to paint to the databases on ancther server

< Back | Next = | Cancel

Select the Full mode (client and databases) check box.
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To install Sitecore WebDAYV features you must have the WebClient service on your computer. If not,
the following message appears:

Sitecore g

4 l} The web client service is not available.

Disregard this message if you do not want to install WebDAYV features.
Click Next.

Instance Name

1@ Sitecore -Installation =
Instance Name
Give this new instance of Sitecore 2 unique name.
Instance Name: Mysite

NOTE: This name identifies this instance of the application. It is alsc the default hostname
of an 1156 + Web site.

< Back | Next > I Cancel

Give this new instance of Sitecore CMS a unique name. If you choose to create a new site on a later
step, this name is also used as the hostname of an IIS web site.

License File
x
License File
Select 3 valid licanse file for Sitacore.
License File: | Digutilicenselicense xml Browse. ..

EXPIRATION DATE  3/28/2012 12:00:00 PM
WERSION 5.2

2 Glinky Street, Office 403

ADDRESS g;"”""’e"”‘”‘k
49000

COMPANY Wi

COUNTRYISC LA

RESELLER

FURFOSE

LICENSEE Sitecors Ukraine

Select the license file. Click Next.

Database Server

Choose the database server.
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If you have chosen SQL server, you see the following Database Server dialog box:

i@ Sitecore -Installation =]

Database Server
Select the database server and authentication methed to use.

Selact appropriate database vendor: SQL Server hd

Select the database sarver from a list or dlick Browse to selact the database server fram
a list of all the available database servers. Select the login to use.

Database Server:

| (local)\SQLEXPRESS = Browse...
Login ID: [==
Password: I ssene

For more eptions click Advanced: Advanced...

<Back | Net> | cancel |

Select the database vendor. Select the database server from a list or click Browse to see a list of all
the database servers available. Enter the login id (SQL server user name) and corresponding
password. The installation program will use these credentials to access the SQL server.

To set the database prefix options, click Advanced and the Check the advanced options of the
database server dialog box appears:

ii& Sitecore -Installation x|
‘Check the advanced options of the database server
Advanced database cptions.

¥ Verify if this wizard can connect to database server
- Database prefix:

Database prefix: [ysize1

[ Prefix physical files with this prefix

r Credentials to use in connection strings

Login ID: [z

Password: I-----

Specify the database prefix for this instance of Sitecore CMS and select whether to prefix physical
files or not.

Enter the login id (SQL server user name) and corresponding password. Sitecore applications will use
these credentials to access the SQL server. Click Ok.

Click Next.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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If you have chosen Oracle, you see the following Database Server dialog box:

il Sitecore -Installation
Database Server

Select the database server and authentication methad to use.
Selact appropriate database vendor: Qracle hd
Oracle Client: | Oranti 1g_homel[ODP.NET 2.111.6.0] =
Oracle Instance: [orel =
System Password: I eeee
Prefix: | sos50
Tablespace:

| sitecore

<Back || MNext> | Cancel

Important
You must create the appropriate tablespace first. To do this, run the following SQL script:

create tablespace sitecore logging datafile 'sitecore.dbf' size 200M
reuse autoextend on next 100M extent management local segment space management auto;

Configure the Oracle database server. This dialog box contains the following fields:
e Oracle Client — select the Oracle client.
e Oracle Instance — select the Oracle instance.
e System password — password for the system user of the Oracle instance.
e Prefix - prefix to use for user schema names and passwords.

e Tablespace — name of the tablespace for Sitecore data.

Click Next.

Destination Folder

i@ Sitecore -Installation

gl
Destination Folder
Select the location where Sitecore will be installed, Click Change to install Sitecore
in a differant location.

Install Sitecors in:

J | or\sitecarepysits Change...

Far more options click Advanced:

< Back Next > | Cancel

Select the folder where Sitecore CMS web site will be installed.
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To change the database folder and the folder where various data files will be stored (log files,
packages, etc.), click Advanced. The Destination Folders dialog box appears:

i Sitecore -Installation =

Destination folders
Select folders for various parts of Sitecore.

| IJ Install Sitecore Date to:

| Dt\Sitecore\MySite\Data Browse...
Install Sitecore Databases to:

I_J | Dt\Sitecore\MySite\Database Browse...
MDF files: [ p:\SitecoreiMysite\ Database\MDF Browse...
LDFfiles: [ D:\Sitecorei\MySite| Database\ DF Browss...

Enter new destination folders and click Ok.
Click Next.

Note
Make sure that the SQL server has the permissions to write to the destination folder.

1S Web Site

{idl Sitecore -Installation

118 Web Site
Select an existing Web site or create a new Web site.

Web Site Name: IMYS\tE

For more options click Advanced: Advanced...
<Back |[ Net> | cancel |

Enter the name of the new website.
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Click Advanced to edit such IS settings as website port, application pool name and mode, .NET

Framework version.

iig Sitecore -Installation

11S Advanced settings
Change the additional parameters of 115.

— Web Site

Port: [a0

r~ Application pool

Kame: [ySit=AppFact

WMode: I Integrated

— NET Framework

Version: [20.50727.0

Click Ok.
Click Next.

Ready to Install Sitecore

1@ Sitecore -Installation

Ready to Install Sitecore

Review the options you selected. Click Back to change an option or click Install to install

Sitecore.

‘Option: | Value:
Instance Name: MySite
Licensz File: Di\Butilicense\licensexml
Database Server: (local)\SQLEXPRESS
Destination Folder: D:\Sitecore\MySite
Data Folder: D:\Sitacara\MySite|Data
MDF Folder: D:\Sitecore|\MySite\Database\MDF
LDF Folder: D:\Sitecore\MySite\Database\LDF
Database folder: D:\Sitecore\MySite|Database
Web Site Name: Default Web Site

Review the options you selected. Click Install to install Sitecore CMS.
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Installing Sitecore

i Sitecore Setup I s[5

Installing Sitecore @

Sitecore is being installed.

Status:

Back wer | g ]

After you click Next you will see a window which will inform you about the installation process.

Finish

i@ Sitecore Setup =] 3

The Sitecore Installation

Wizard has finished. sitecore

Click Finish to close the wizard,

[T Launch Sitecore

Eack U Einish Cancel

The Sitecore Installation Wizard has finished. Click Finish to exit the wizard.

3.2.2 Databases Only Installation Mode

This section describes the Databases Only installation mode. This mode only installs Sitecore

databases.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.

Page 22 of 79



Sitecore CMS 6.5 Installation Guide @ Slteco re

What to Install?

il Sitecore -Installation =

What to install?
Choose apropriate mode of this instance

" Full mode (client and datsbase)

This mode installs entire solution to the local machine and lets you run the blank site.
out of the box

(+ Database only
This mode mostly suits for database servers where other Sitecore dient will connect to
€ client only (connect to extemnal database)

This mode install just Sitecore dient to point to the databases on ancther server

< Back | Next > I Cancel

Select the Databases only check box installation type to install only databases.

To install Sitecore WebDAYV features you must have the WebClient service on your computer. If not,
the following message appears:

Sitecore =50

I" The web client service is not available.

Disregard this message if you do not want to install WebDAV features.

Instance Name

{id Sitecore -Installation =

Instance Name
Give this new instance of Sitecore a unique name,

Instance Name: Mysite

NOTE: This name identifies this instance of the application. 1t is also the default hostname
of an 1156 + Web site.

< Back | Next > | Cancel

Give this new instance of Sitecore CMS a unique name. If you choose to create a new site on a later
step, this name is also used as the hostname of an IIS web site.

Database Server

Choose the database server.
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If you have chosen SQL server, you see the following Database Server dialog box:

{id Sitecore -Installation =

Database Server
Select the database server and authentication methed to use.

Selact appropriate database vendor: SQL Server hd

Select the database sarver from a list or dlick Browse to selact the database server fram
a list of all the available database servers. Select the login to use.

Database Server:

| (local)\SQLEXPRESS = Browse...
Login ID: [==
Password: I ssene

For more eptions click Advanced: Advanced...

<Back | Net> | cancel |

Select the database server from a list or click Browse to see a list of all the database servers
available. Enter the login id (SQL server user name) and corresponding password.

To set the database prefix options, click Advanced and the Check the advanced options of the
database server dialog box appears.

iig Sitecore -Installation x|
Check the advanced options of the database server
Advanced database options.
|¥ Verify if this wizard can connect to database server
Database prefix:
Database prefic: [Newnstancet

[ Prefix physical files with this prefix

Specify the database prefix for this instance of Sitecore CMS and select whether to prefix physical
files or not. Click Ok.

Click Next.
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If you have chosen Oracle, you see the following Database Server dialog box:

il Sitecore -Installation
Database Server

Select the database server and authentication methad to use.
Selact appropriate database vendor: Qracle hd
Oracle Client: | Oranti 1g_homel[ODP.NET 2.111.6.0] =
Oracle Instance: [orel =
System Password: I eeee
Prefix: | sos50
Tablespace:

| sitecore

<Back || MNext> | Cancel

Important
You must create the appropriate tablespace first. To do this, run the following SQL script:

create tablespace sitecore logging datafile 'sitecore.dbf' size 200M
reuse autoextend on next 100M extent management local segment space management auto;

Configure the Oracle database server. This dialog box contains the following fields:
e Oracle Client — select the Oracle client.
e Oracle Instance — select the Oracle instance.
e System password — password for the system user of the Oracle instance.
e Prefix - prefix to use for user schema names and passwords.

e Tablespace — name of the tablespace for Sitecore data.
Click Next.

Destination Folder

1@ Sitecore -Installation x|

Destination Folder
Select the location where Sitecore will be installed. Click Change to install Sitecore

in a different locatian.

Install Sitecore in:

l‘J | D:\Sitecore\MySite Change...

For more options click Advancad:

< Back Next > I Cancel

Select the location where the databases will be installed.
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To change the database folder and the folder where various database files will be stored, click

Advanced. The Destination Folders dialog box appears:

iig Sitecore -Installation x|
Destination folders
Select folders for various parts of Sitecore.
MDF filss: | D:\SitecorelMySite\MDF Browse...
LOF files: | p:\Sitecore\MySite\LDF Browse...

Enter destination folders and click Ok.
Click Next.

Ready to Install Sitecore

1@ Sitecore -Installation =

Ready to Install Sitecore @

Review the options you selected. Click Back to change an option or click Install to install
Sitecore.

Option: | Value: |
Instance Name: Newlnstancel
Database Server: (local)\SQLEXPRESS
Database folder: D:\Sitacore\MySite.
MDF Folder: D:\Sitecore\MySite\MDF
LDF Folder: D:\Sitacara\MySite|L DF

Review the options you selected. Click Install to install Sitecore CMS.
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Installing Sitecore

i Sitecore Setup I s[5

Installing Sitecore @

Sitecore is being installed.

Status:

Back wer | g ]

After you click Next you will see a window which will inform you about the installation process.

Finish

i@ Sitecore Setup =] 3

The Sitecore Installation

Wizard has finished. sitecore

Click Finish to close the wizard,

[T Launch Sitecore

Eack U Einish Cancel

The Sitecore Installation Wizard has finished. Click Finish to exit the wizard.
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3.2.3 Client Only Installation Mode

This section describes the Client Only installation mode. This mode installs everything except
databases.

What to Install?

|
What to install?
Choose apropriate mode of this instance

€ Full made (client and datzbace)

This mode installs entire solution to the local machine and lets you run the blank site
out of the bax

(" Database anly

This mode mostly suits for database servers where other Sitecore dlient will connect to

(= dlient only (connact to external databass)

This mede install just Sitecere dlient to paint to the databases on anether server

< Back | Next > I Cancel

Select the Client only check box.

To install Sitecore WebDAV features you must have the WebClient service on your computer. If not,
the following message appears:

Sitecore g

4 l} The web client service is not available.

Disregard this message if you do not want to install WebDAYV features.

Click Next.

Instance Name

1@ Sitecore -Installation =
Instance Name
Give this new instance of Sitecore a unique name,
Instance Name: MySite

NOTE: This name identifies this instance of the application. It is alsc the default hostname
of an 1156 + Web site.

< Back | Next > I Cancel
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Give this new instance of Sitecore CMS a unique name. If you choose to create a new site on a later

step, this name is also used as the hostname of an IIS web site.

License File

i@ Sitecore -Installation

License File
Select a valid license file for Sitecore.

Licensz File: | D:\Butlicense\licensa.xml
EXPIRATION DATE  3/28/2012 12:00:00 PM
VERSION 5.2

2 Glinky Street, Office 403

ADDRESS g;i“’“e"wsk
43000

COMPANY N/A

COUNTRY IS0 A

RESELLER

PURPOSE

LICENSEE Sitecore Ukraine

Select the license file. Click Next.

Database Server

Choose the database server.

If you have chosen SQL server, you see the following Database Server dialog box:

1@ Sitecore -Installation

Database Server
Select the database server and authentication methed to use.

Select appropriate database vendor:

a list of all the available database servers. Select the login to use.

SQL Server -

Select the database server from a list or dick Browse to select the database server from

Database Server:
| (local\sQLEXPRESS | Browse...
Login ID: [==

Passwerd: quo

For more options click Advanced:

Advanced...

< Back | Next > I

Cancel

Select the database vendor. Select the database server from a list or click Browse to see a list of all
the database servers available. Enter the login id (SQL server user name) and corresponding
password. The installation program will use these credentials to access the SQL server.
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To set the database prefix options, click Advanced and the Check the advanced options of the
database server dialog box appears.

i Sitecore -Installation =

Check the advanced options of the database server
Advanced database options.

[ Verify if this wizard can connect to database server
Database prefix:

Database prefic: MySitel

e

Specify the database prefix for this instance of Sitecore CMS and select whether to prefix physical
files or not. Click OKk.

Click Next.

If you have chosen Oracle, you see the following Database Server dialog box:

{i# Sitecore -Installation E
Database Server
Select the database server and authentication methed to use.
‘Select appropriate database vendor: Oracle hd
Oracle Client: [ oracbi1g_home1[oDr.NET 2.111.6.0] |
Oracle Instance: IDRCL j
System Password: I P

Prefix: [ s0s50

Tablespace: | sitecore

< Back | Next > I Cancel

Configure the Oracle database server. This dialog box contains the following fields:
e Oracle Client — select the Oracle client.
e Oracle Instance — select the Oracle instance.
e System password — password for the system user of the Oracle instance.
e Prefix - prefix to use for user schema names and passwords.

e Tablespace — name of the tablespace for Sitecore data.
Click Next.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.

Page 30 of 79



Sitecore CMS 6.5 Installation Guide @ Slteco re

Destination Folder

il Sitecore -Installation =

Destination Folder
Select the lecation where Sitecore will be installed. Click Change to instzll Sitecore

in a different location.

Install Sitecore in:

. J [or\Sitecore\MySite Chenge...

For more options click Advanced:

Select the location where Sitecore will be installed.

To change the database folder and the folder where various database files will be stored, click
Advanced. The Destination Folders dialog box appears:

i Sitecore -Installation x|

Destination folders
Select folders for various parts of Sitecore.

Ij Install Sitecore Data to:

| D:\Sitecare\MySite\Data Browse...

Enter destination folders and click Ok.
Click Next.
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I1S Web Site

il Sitecore -Installation

118 Web Site
Select an existing Web site or create a new Web site.

Web Site Name: [Mysice

For more optiens click Advanced: Advanced...

< Back | Next > I

Enter the name of the new website. Click Advanced to edit such IS settings as website port,

application pool name and mode, .NET Framework version.

iig Sitecore -Installation

115 Advanced settings
Change the additional parameters of 115,

[~ Web Site

Ports [a0

— Application pool
Kame: | MySit=AppPocl

Mode: | Integrated =l

i NET Framework

Varsion: [20.50727.0

Click Ok.
Click Next.
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Ready to Install Sitecore

i Sitecore -Installation |

Ready to Install Sitecore @

Review the options you selected. Dlick Sack to change an option er dlick Install te install
Sitecare.

Option: | Value: [
Tnstance Name: WySitel
Database Server: {Iocal)\SQLEXPRESS
Destination Folder: Di\SitecoraiMySite
License File: D:\Butllicensellicense.xml
Data Foldar: Di\SitecoreiMySie\Data
Web Site Name: Defauit Web Site

Review the options you selected. Click Install to install Sitecore CMS.

Installing Sitecore

{i Sitecore Setup o [l o3

Installing Sitecore @

Sitecore is being installed,

After you click Next you will see a window which will inform you about the installation process.

Finish

11 Sitecore Setup ] o5

The Sitecore Installation
Wizard has finished. sitecore

Click Finish to close the wizard.

[T Launch Sitecore

/
4
d:

Eack. | Finish I el

The Sitecore Installation Wizard has finished. Click Finish to exit the wizard.
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3.3 Uninstalling Sitecore
To start the process of uninstalling Sitecore, perform one of the following actions:

e Run Windows Control Panel, in the Add or Remove Programs window, locate the
appropriate entry and click Remove:

B Add or Remove Programs - @]_
&2
i,)j Currently instaled programs: [ showupdates Sort by: | Name
Change or S MICTOSON NE T Framewon 1.1
Remove
Programs | |5 Microsoft .NET Framework 1.1 Hotfix (KB835903)
5 Microsoft NET Framework 2.0 See 83.36M8
%’ [ Microsoft SQU Server 2005 Sz 246.00M8
ﬁ%‘; | Microsoft SQU Server Management Studio Express Ske 82.70M8
[ Microsoft SQU Server Native Chent Size  4.16M8
@) [ Microsoft SQU Server Setup Support Files (Englich) Sike  20.87M8
AddjRemove | | Microsoft SQU Server Y55 Writer See  0.66M8
Windows
Components | MSXML 6.0 Parser Sze  1.31M8

#5) NVIDIA Windows 2000/XP Display Drivers
@ Sitecore® CMS v5.3.0 Build 061102 - pn

Click bore For suppoet information

To remove this program from your ¢ dck Remove.
O soundmax See 2498
15 TOSHIBA ConfigFree See  1.60M8
§5) windows Installer 3.1 (KES93803)
8 Windows Internet Explorer 7 Ske  3.46M8
5 windows Media Connect See  1.56M8 |

e Launch the Sitecore 6.X.X rev.XXXXXX.exe application, in the Add or Remove Sitecore
Instance step, select the Existing Instance check box.

1% Sitecore - Installation (5]

Add or Remove a Sitecare Instance
Do you want to create @ new instance of Sitecore or remove an existing

instance?

o | ©Newnstance

Create a new instance of Sitecore.

| @ Eisting Instence

Remove an existing instance of Sitecore. To install another instance,
you must run the installation wizard again.

Sitecore Instance:

<Bace | wet> | [ cencel |

After uninstalling Sitecore, restart the SQL Server and IS services as appropriate.
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3.4 Troubleshooting

If the installation program fails
If the installation program fails, archive the log file and attach it to your support request.

If the installation program fails after you click Install in the Ready to Install dialog box, the log file is
automatically created at: $TEMP%\SitecoreInstaller. log.

Note
The log file is recreated during each installation. You should therefore copy it right after an
unsuccessful installation. Otherwise the file will be overwritten.

"Database '..."' cannot be upgraded” error message while using SQL Server

When using SQL Server the installer returns the "Database '..." cannot be upgraded" error message,
the user account configured to run the SQL server application must have Full access permissions to
the website root folder. Typically, the SQL server application runs in the context of the NETWORK
SERVICE account.
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Installing from the .ZIP File

This chapter describes how to install Sitecore using the ZIP archive of the Web site
root. You can download the ZIP archive from the following page:

http://sdn.sitecore.net/Resources/Sitecore%206.aspx

This chapter contains the following sections:
¢ Installation Process Overview
e Configuring Folder and Registry Permissions
e Configuring the IS
e Microsoft SQL Server Configuration
e Oracle Database Storage Setup

e Uninstalling Sitecore (ZIP installation)
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4.1 Installation Process Overview
This section describes how to install Sitecore from a ZIP archive of the Sitecore CMS site root.
You can download the Sitecore CMS ZIP archive from the following page:

http://sdn.sitecore.net/Resources/Sitecore%206.aspx

To install an instance of Sitecore:
1. Install Microsoft .NET Framework V3.5 or 4.
2. Choose a parent directory path for the project, for example C:\InetPub\ProjectName.
3. Extract the .zip archive to create the following folders:

C:\InetPub\ProjectName\Website
C:\InetPub\ProjectName\Data
C:\InetPub\ProjectName\Databases

4. Set permissions as described in Section 4.2, Configuring Folder and Registry
Permissions.

5. Place the appropriate 1icense.xml file to the /Data folder. The location of the /Data
folder is determined by the following setting in the web . config file:

<sc.variable name="dataFolder" value="/data" />

This setting should be changed to the absolute location of the folder, such as
C:\InetPub\ProjectName\Data

6. If you are running SQL Server, attach SQL databases from /Databases folder to the SQL
server.

7. If you are running SQL Server, edit the ConnectionStrings.config file located in the
/Website/App Config/ folder. Enter the appropriate values in a line for each database,
for instance:

<add name="core" connectionString="user
id= sgl server user ;password= user password ;Data
Source= sqglserver ;Database= core database name " />

8. Inthe IIS, configure the web site as described in Section 4.3, Configuring the IIS.

9. Configure the Internet Explorer browser as described in Internet Explorer Configuration
Reference.

10. Start the browser and enter the following address in the address bar:

http://ProjectName/sitecore
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You should now see the Sitecore login screen:

£ Sitecore - Windows Internet Explorer. [B=)E3

@\, 5 =[] httpsjfocahost/stecoreflogn/ ~| (4] x] | |[2]-
* [gg]-{@nataﬂadlnst... l@lnstanmgsne... IOCunﬁganng {Ocreallngawm @ sitecore x[ ‘ % B = - [bpage - {0 Taoks -

. a8
Q© sitecore
Welcome to Sitecore

Forgat Your Password?  Change Password

Browser Notes

Select User Interface

You are using Internet Explorer 7.

Sitecore supports all user interfaces for this

@ Desktop w Content Editor browser,
@ Page Editor Preview
T Workbox g Developer Genter

Browser Display Mode:

o Trusted stes E 00% -

The default password for the Admin user is “b”.
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4.2 Configuring Folder and Registry Permissions

This section describes the NTFS permissions for folders and files and Windows registry permissions
required by Sitecore CMS for proper functioning. For practical advice on how to edit NTFS
permissions and registry permissions, please refer to Section 7.1, Server Configuration, and to the
MSDN web site and Windows help application.

4.2.1 File System Permissions for Anonymous Requests

Certain types of browser requests (generally for directory lookups and static resources) are executed
with the permissions of the anonymous Internet user account. This account requires Read
permissions to all files, folders, and subfolders under the /Website folder.

The following table contains the default name for this account in different versions of IIS:

IIS version Default anonymous Internet user account name
5and 6 IUSR_*, where the star represents the machine name
7and 7.5 IUSR

If IIS is configured not to use the default IUSR account for processing anonymous requests or
Anonymous authentication is not enabled for the web site, the aforementioned permissions should be
granted to the corresponding account(s).

4.2.2 File System Permissions for ASP.NET Requests

Requests for ASP.NET resources and all the .NET code running within the application is executed
with the permissions of the account configured as an identity for the web site’s application pool. This
account requires Modify permissions to all files, folders, and subfolders under the /Website and
/Data folders.

The following table contains the default account used for processing ASP.NET requests in different
versions of IIS:

IIS version Default ASP.NET account name
5 ASPNET

6and 7 NETWORK SERVICE

7.5 AppPoolldentity

IIS 6 and later versions allow changing the user account used for processing ASP.NET requests.

If you choose a different user account for processing ASP.NET requests, you must grant this account
the aforementioned permissions.

Note
For more information about application pool identities and specifically about assigning rights to the
AppPoolldentity account, refer to the following article: http:/learn.iis.net/page.aspx/624/application-

pool-identities/

4.2.3 File System Permissions for System Folders

To be able to load .NET runtime and ASP.NET resources used for processing the ASP.NET requests,
the worker process hosting the Sitecore CMS application requires access to multiple system files and
folders that are not distributed as a part of the Sitecore CMS but installed as a part of Windows OS
and .NET framework.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.

Page 39 of 79


http://learn.iis.net/page.aspx/624/application-pool-identities/
http://learn.iis.net/page.aspx/624/application-pool-identities/

Sitecore CMS 6.5 Installation Guide @ SlteCOre

Most of these permissions are granted by IIS to all ASP.NET applications automatically making the
application pool identity account a member of the IIS_IUSRS security group (11IS_WPG on IIS 6).

However, on certain environments it is necessary to manually grant permissions for the application
pool identity to the following system locations:

Default location Required Comments
permissions

%WINDIR%\temp\ Modify

%W INDIR%\Globalization\ Modify Required for registering custom
languages by the .NET Framework
correctly

%PROGRAMDATA%\Microsoft\Crypto Modify Required for storing cryptographic
keys used for encrypting/decrypting
data

Note

ASP.NET and/or IUSR_* users require the modify access rights to the \temp folder to install Sitecore
CMS.

Variables mentioned above have the following default values:

Variable Default value

%WINDIR% C:\Windows

%PROGRAMDATA% C:\Documents and Settings\All Users for IIS 5/6;
C:\ProgramData for IIS 7 and later

Note
For more information about built-in groups and accounts in IS, refer to
http://learn.iis.net/page.aspx/140/understanding-built-in-user-and-group-accounts-in-iis-7/

4.2.4  File System Permissions for SQL Server Files

If you are using SQL Server, the user account configured to run the SQL server application requires
Full access to the /Databases folder containing MDF and LDF database files. Typically, the SQL
server application runs within the context of the NETWORK SERVICE account.

4.2.5 Windows Registry Permissions

Sitecore CMS contains a built-in functionality that reads and updates the Windows performance
counters that can be used for monitoring and troubleshooting the Sitecore application. This
functionality requires access to Windows registry keys. This access can be granted by making the
application pool identity a member of the built-in Performance Monitor Users group.

Note

If the required registry permissions are not granted, the “Access to the registry key 'Global' is denied”
error will be written in the Sitecore log files whenever the application attempts to access Windows
performance counters.

To avoid the error, you must prevent Sitecore from updating the performance counters. To do that, in
the web.config file, set the “Counters.Enabled” setting to “false”.

Adding an Account to a User Group

To add a Windows account to a user group, use the net localgroup command.
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For example, to add the NETWORK SERVICE account to the Performance Monitor Users group, run
the following command on the server hosting the Sitecore CMS web application:

net localgroup "Performance Monitor Users" /add "NETWORK SERVICE"
IIS reset is required for the changes to take effect.

For more information about the net localgroup command, refer to
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-
us/net_localgroup.mspx
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4.3 Configuring the IIS

The following sections describe how to configure different versions of 1IS (versions 5, 6, 7 and 7.5) for
Sitecore CMS.

The following list shows which operating systems use which IIS versions:
e IS5 —Windows XP.
e 1IS 6 —Windows Server 2003.
e |IS7 —Windows Server 2008, Windows Vista.
e IS 7.5—-Windows Server 2008 R2, Windows 7.

431 IIS7

This section contains the instructions for IIS 7 and 7.5.

Create the Application Pool

This section describes how to create the application pool for Sitecore on [IS7 or [1S7.5 (Windows 7,
Windows Server 2008).

To create the application pool:
1. Startthe IS Manager.
2. Inthe Connections panel, select Application Pools.

3. Right-click Application Pools and click Add Application Pool.

&= Internet Information Services (T1S) Manager

@ \/' [ » WS-ALKO » Application Pools

File View Help

“3‘ Applic
R = -
49§ WS-ALKO (DK\alko) This page lets you v
i-1[2} Application Pools
] Sites L Add Application Paol... |
3 Refresh

T T e Classic N

=t Classic .NET Ap|

[} DefaultAppPool

4. In the prompt dialog, enter the following values:
Name: ProjectNameAppPool
.NET Framework version: 2.0.XXXXX or 4.0 XXXXX

Managed pipeline mode: Integrated.
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Click OK.
Add Application Poal

Name:

ProjectNameAppPool

NET Eramework version:

[ .NET Framework v2.0.50727 -

Managed pipeline mode:
Integrated -

Start application poel immediately

Cance

5. Select the application pool you have just created.
6. Inthe Actions panel, click Advanced Settings.

&5 Internet Information Services (IIS) Manager = e |
@@ [(3 » WSALKO + Application Pocls |@l < @ -
File View Help
Connections ) . Actions
r~ q;l Application Pools P )
L] ? & Add Application Pool..
& W L
«4 Vif' ALKO (DK\alko) This page lets you view and manage the list of application pools on the server. el Jale A e Bt &
e A.ppllcahon Pools Application pools are associated with worker processes, contain one or more Application Pool Tasks
I -la] Sites applications, and provide isolation ameng different applications. » Sta
Filter: - 6o - GShow All | Group by: - | Stop
- - - y—
Name Status .NET Fram... Manage o) LEeG
L Classic .NET AppPocl Started w20 Classic Edit Application Pool
QDaau\mppPool Started V2.0 Integral .
L MySiteAppPaol Started w20 Integral
L MySitecoreSiteAppPool Started w20 Integral
X My TestAppPoo ated 0 Integral
| 2 ProjectNameAppPool Started w20 Integra
L=f SCI00T04ECMWINTAppPool arted v Integral
QSWBMppPoo\ Started v2.0 Integral
L SCBAPEAppPaol Started w20 Integral
Online Help
< i +
Features View Content View

7. Inthe Advanced Settings dialog box, set the following settings:
Set the .NET Framework version setting to “v2.0”.

Set the Identity setting to the built-in account called “ApplicationPoolldentity” or
“NetworkService”.

Ensure that the Maximum Worker Processes setting is set to “1”.
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Set the Load User Profile setting to “true”.

Advanced Settings
= (General) &
NET Framewark Version w20 B
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Name ProjectMameAppPaol
Queue Length 1000 L
Start Automatically True 3
B CPU
Limit 0
Limit Action NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False I
Processor Affinity Mask 4204967295
= Process Model
Identity NetworkService =)
Idle Time-cut (minutes) 20
Load User Profile True
Masimum Waorker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconds) 0
Ping Period (seconds) El]
Shutdown Time Limit (seconds) 90 =
Identity
[identityType, username, password] Configures the application pool to run as built-in account, i.e.
Application Pool Identity (recommended), Network Service, Local System, Local Service, orasa s...

Create the Website
Complete the following steps to configure the Web site.
1. Start the IS Manager.

2. Inthe Connections panel, expand Web Sites.

uﬁ Internet Information Services (IIS) Manage

@@ [ b WS-ALKO » Sites

File  View Help

Connections

L]

485 WS-ALKO (DK\alko)
-[Z} Application Pools
alla) Sites|

& & Default Web Site

o ecmsitenet

o &b MySite

3. Right-click Sites and click Add Web Site.

&= Internet Information Services (IIS) Manager

@@ [[&1 v WS-AKO » Sites »

File View Help

—— E
& 7
4-93 WS-ALKO (DK\alka)

i[5} Application Pools

a @] Siterel—
5@ | @ AddWebsSite..

@ i1 Refresh m

@ |EZ  Switchto Content View
lyTest

4. Inthe Add Web Site dialog box, fill the required fields, for example:
Site name: ProjectName
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Application pool: ProjectNameAppPool
Physical path: C:\InetPub\ProjectName\Website
Host name: projectname

Click OK.

Add Web Site ==

Site name:
ProjectName ProjectNameAppPool
Content Directary
Physical path:
Ci\InetPubl\ProjectName'Website E

Pass-through authentication

[ Comnectas... | [ Test Settings..

Binding
Type: 1P address: Port:

All Unassigned - &

Host name:

projectname]

Example: www.contoso.com or marketing.contose.com

Start Web site immediately

Capcel

5. Add the following line to your hosts file that is located at
C:\Windows\System32\drivers\etc:

127.0.0.1 projectname

Now you can access your website by entering the http://projecthname address in your browser.

Limit Access to Anonymous Users

You should prevent anonymous users from accessing the following folders:
e /App_Config
e /sitecore/admin
e /sitecore/debug

e /sitecore/shell/WebService

For instance, to limit anonymous access to the /App Config folder:
1. Openthe llIS.
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2.

3.

4,

@ sitecore

In the Connections panel, browse your Sitecore site and select the /App Config folder.

5 Internet Information Services (T15) Manager

[E=E Ho ==

% [T WS-ALKO » Sites »

Eile  View Help

ecmsitenet » App_Config »

| @l = @ -

Connections
#
485 WS-ALKO (DK\alke)
-} Application Pools
4[] Sites
- &P Default Web Site
2P ecmsite.net

b [ bin

b 1 bin_x64
»-[] data

» [ layouts

> 7] obj

i [7] Properties
o [ sitecore
> | sitecore modules
b [ sitecore_files
b ] temp

> upload

oo sl

| App_Config Home

Filter: - Go v%showﬁ\l Group by: B
=
ASP.NET -
= ¥+ '
R ¢ -
NET NET NET Error NET
Authorizat.. Compilation Pages Globalization
E =N - Y
.NET Profile .NETRoles .MET Trust .MET Users
Levels =

— ) - =
= ab) i!?

Application  Connection Machine Key  Pages and
Settings Strings Contrals
2 & &
e ) =
Providers  Session State SMTP E-mail

@ 4

Authenticati Cal

on
g4

Error Pages

Compression

Failed
Request Tra...

Directory

Document  Browsing

[ =1 Features View | % Content View

Actions
Open Feature
i@ Explore
Edit Permissions...
Manage Folder @
Browse Folder
— wse ecms 80
EA;}E ecmsite.net on *80
Browse site.net on *:80 (http)
@ Help

Online Help

In the App_Config Home panel, double-click Authentication to configure the authentication

settings for this folder.

In the Authentication panel, ensure that the Anonymous Authentication is disabled.

wﬂ Internet Information Services (IIS) Manager

== o =

% [+ WSALKO » Sites »

File  View Help

ecmsite.net  » App_Config »

& @

Connections
sl
485 W5-ALKO (DK\alke)
(5} Application Pocls
4 -[&] Sites
b €D Default Web Site
4 ) ecmsite.net
o [7] App_Browsers
» .| App_Config
».[] App_Data
>~ bin
> [ bin_x6d

| Authentication

Groupby: No Grouping =

Mame Status

Anonymous Authentication Disabled
ASP.NET Impersonation Disabled
Forms Authentication Disabled

Response Type

HTTP 302 Legi

5. Repeat steps 2-4 for the other folders you want to secure.

6.

4.3.2

Restart the IIS.

IS 6

This section contains the instructions for 1IS 6.

Actions
Enable

Edit...

@ Help

Online Help

Complete the following steps to configure an existing site or create a new Web site in IIS (Windows
2003 only).

Note

Do not create a virtual directory for Sitecore as the product cannot operate from a virtual directory.
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1. Open the Internet Information Services (IIS) Manager.

@ sitecore

If you are running Windows 2000 or Windows XP, click Control Panel, Administrative tools,
Internet Information Services to open the Microsoft Management Console for the 1IS.

If you are running Windows 2003, click Control Panel, Administrative tools, Internet
Information Services (1IS) Manager to open the Microsoft Management Console for the 11S.

2. Inthe Internet Information Services window, expand Web Sites

o Windows XP: Right-click Default Web Site and click Properties.

o Windows 2000 Server, Windows 2003 Server: Create a new Web site.

3. InHome Directory tab, in the Local path field, enter or browse to the Wwebsite folder, for

instance C:\InetPub\ProjectName\WebSite.
In ASP.NET tab, select .NET Framework version 2.0 or 4.0.

In the Application Protection field, select Medium (Pooled).

Default Web Site Properties

HTTP Headers Custom Errors ASPMET Server Extensions
wieh Site 154P! Filters Horne Directory Diocuments Diirectary Security

w'hen connecting to thiz resource, the content should come: from:

(@i, directony Iocated on thiz computet

() A zhare located on anather computer
(3 & redirection to a UAL

Logal Path: D:ASitecore IntranetywebSite
[ 5eript zowrce access Log wisits

Read Index thiz rezource

[ whrite

[ Directony browsing
Application Settings

Application name: Default Application
Starting poirt: <Default Web Sitex
Execute Permiszions: Scripts only v
( Application Protection: | Mediumn [Pocled) V)
[k [ carcel ]

Do not select High (Isolated) as this will cause excessive caching.
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6. Inthe Internet Information Services window, under Default Web Site, select the /data
folder and click Properties to open the Properties window for this folder:

data Properties E| El

Ditectony | Documents | Directomy Security |HTTF' Headers | Custom Enors | ASP.MET

Anonymous access and authentication control

! ; Enable anonymous access and edit the

authentication methads for this resource

IF address and domain name restrictions

8

Secune communications

Require secure communications and
enable client certificates when thiz
resource is accessed.

7. Inthe Directory Security tab, in the Anonymous access and authentication control
section, click Edit. The Authentication Methods window will appear.

Authentication Methods

[] Ananyrmous access
Mo user name/password required to access this resource.

Account uged for anonymous access:

User name: | |

Pazsword: | |

Authenticated acoess

For the following authentication methods, user name and password
are required when

- anonymous access is dizabled, or

- access is restricted using MTFS access control lists

[ Digest authentication for Windows domain servers

[ Basic authentication [password iz sent in clear text]

[ Integrated windows authentication

{ oK 1 [ Cancel ] [ Help ]

8. Inthe Authentication Methods dialog box, ensure that the Anonymous access check box
is not checked.

9. Repeat this procedure for the following folders and files:
/sitecore/admin
/sitecore/debug

10. Restart the IIS.
If you are running Windows 2003:

1. Open the Properties dialog box for the appropriate Application Pool, in the Performance tab
and ensure that the Maximum number of worker processes is ALWAYS “1
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On multiple processor servers, this value may automatically be set higher than 1 when you
install the OS/IIS.

On these servers, it is therefore especially important to check this setting as it will likely be
higher than "1".

2. Restart IIS.

Limit Access to Anonymous Users

You should prevent anonymous users from accessing the following folders:
e /App_Config
e /sitecore/admin
e /sitecore/debug

e /sitecore/shell/WebService

For instance, to limit anonymous access to the /App Config folder:

1. Openthe llIS.
2. Navigate to the Web Sites\Default Web Site\App Config folder.

¥2 Internet Information Services IZIIEIEI
W Fle Acton View Favorites Window Help =l=1x]
== @@ x B @
=0 web Sites Al Name Path Status
= Default Web Site @i1nclude
& usrep (Eprefetch
(i@ Printers seaity

(£ App_Browsers
= Commands,config
@
= = @ X
2 o Doto ConnectionStrings. config

(3 aspret_dient @Connechonswingsoracle.cunﬁg

32 bin ConnectionStringsSQLite confia
({3 css @ FieldTypes.config

(3 mages [®] teons. config

(2 indexes LanguageDefinitions.config
(2 layouts 8] MimeTypes.config

(22 Properties Portraits.config

£ sitecore @] Protatypes.config

(2 sitecore modules Xamisharp. config
(3 starterkit
0 temp
(2 upload
o=l
% Default SMTP Virtual Ser
v

| B |@ | >

|~
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3.

4.

5.

App_Config Properties |z| |Z|

Directory | Documents | Directory Securty | HTTP Headers || Custom Erors | ASP.NET |
‘When connecting to this resource, the content should come from:
(®) The designated dirsctory

O Aredirsction to a UR

Local Path [0p_Config

[ Script source access Log visits

Read Index this resource
[wirte

[ Cirectory browsing
Application Settings

Application name: |Ze'5. t Application ‘ [ Create

Starting poirt <Default Web Site>

Ereass omesrs

Application Protection: | Medium (Pooled Unload

App_Config Properties |E| |X|

Directory | Documents | Directory Securty | HTTP Headers || Custom Erors | ASP.NET|

Anonymous access and authentication control

Enzble anomymous access and edit the

authertication methods for this resource.

IP address and domain name restrictions

Grant or deny access b this resounce using
IP addresses or internet damain names.

Secure communications

Require secure communications and
enable client cerficates when this “=
resource is accessed

Authentication Methods

[ Anorymous access
e e e e e
e T

User name

Authenticated access

For the following authentication methods, user name and password
are requirsd when

- anonymous access is disabled, or

- access is restricted using NTFS access control lists

[ Digest authentication for Windows domain servers

[ Basic authentication {password is sent in clear text)

Defautt domain: l:l Select

[ Integrated Windows authentication

[ 0K ] [ Cancel ] [ Help ]

@ sitecore

In the Internet Information Services window, right-click the 2pp Config folder and click
Properties:
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6. Inthe Authentication Methods window, ensure that the Anonymous access check box is
cleared.

Repeat this process for the other folders and restart the IIS.

Note

If you have upgraded to Sitecore 6 from an earlier version and followed the upgrade instructions, you
should have removed all the obsolete files. However, if you did not follow the upgrade instructions,
you should prevent anonymous access to the rest.aspx file. This file is stored in the /sitecore folder.

433 IS5

This section contains the instructions for IIS 5.

Set the Home Directory
Complete the following steps to set the Web site home directory.

1. Open the Internet Information Services (1IS) Manager.

2. Inthe Internet Information Services window, expand Web Sites.
3. Right-click Default Web Site and click Properties.
4

In Home Directory tab, in the Local path field, enter the path to the Wwebsite folder, for
instance C:\InetPub\ProjectName\WebSite.

5. In ASP.NET tab, select .NET Framework version 2.0 or 4.0.

Limit Access to Anonymous Users

You should prevent anonymous users from accessing the following folders:
¢ /App_Config
e /sitecore/admin
e /sitecore/debug

e /sitecore/shell/WebService

For instance, to limit anonymous access to the /App Config folder:
1. Openthe llIS.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.

Page 51 of 79



Sitecore CMS 6.5 Installation Guide

2. Navigate to the Web

Sites\Default

@ sitecore

Web Site\App Config folder.

¥ Internet Information Services |-_||E”i|
% File Action View Favorites Window Help ==l x|
= B XEFRERR 2E S =0
=13 Web Sites Al Name Path Status
= ol Default Web Site Eindude
- usrep [(prefetch
CDa Printers (Clsecurity
D rs 8] Commands.config
02 o Dt ] connectonstrings.config
-3 acpret_cient ConnectionStringsOracle. canfig
-3 bin @ Connection5tringsSQLite.config
-3 55 FieldTypes.config
-3 images @ Icons.config
(B3 indexes 4 LanguageDefintions.config
-{E3 layouts || (@] MimeTypes.config
-0 Properties [®] Portraits. config
(0 sitecore Prototypes.config
-2 sitecore madules| || [@] Xamisharp. config
() starterkit
- temp
-2 upload
0wl
4 Default SMTP Virtual Ser |
bl
< i B |8 il ]

3. Inthe Internet Information Services window, right-click the App Config folder and click

Properties:

App_Config Properties

Directory | Documents | Directory Securty | HTTP Headers || Custom Emars || ASP.NET|

When connecting to this resource, the content should come from:
(® The designated directary

) Aredirection ta a URL

Local Path: [#ep_Corfig

[ Script source access
Read

[ wiite

[ Directary browsing

Log visits
Index this resource

Application Settings

Application name: |_f'£. Application

| [ creae

Application Protection: | Medium

Excoute Pemisrs i

Starting poirt: <Defautt Web Site>
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4. Inthe App_Config Properties window, click the Directory Security tab.

App_Config Properties |E| rzl

Directory | Documents | Directory Security \HTFP Headers || Custom Enors | ASP MET

Anonymeus aceess and authentication control

Enable anonymous accass and edit the
w authentication methods for this resource. Edt

IP address and domain name restrictions

8

Secure communications

Require secure communications and
enable client cerficates when this
resource is accessed

5. Inthe Anonymous access and authentication control section, click Edit.

Authentication Methods
[ Anorymous access
Mo user namepassword required ta acosss this resourcs

Account used for anonymous access:

Authenticated access

Far the following authertication methods, user name and password
are requirsd when

- anonymous access is disabled, or

- access is restricted using NTFS access control lists

[ Digest authentication for Windows domain servers

[ Basic authentication (password is sent in clear text)

[ Integrated Windows authentication

[ OK I l Cancel ] [ Help ]

6. Inthe Authentication Methods window, ensure that the Anonymous access check box is
cleared.

7. Restart the lIS.
Repeat this process for the other folders.
Note
If you have upgraded to Sitecore 6 from an earlier version and followed the upgrade instructions, you

should have removed all the obsolete files. However, if you did not follow the upgrade instructions,
you should prevent anonymous access to the rest.aspx file. This file is stored in the /sitecore folder.
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4.4 Microsoft SQL Server Configuration

When you install Microsoft SQL Server, select Mixed Mode authentication (Windows Authentication
and SQL Server Authentication).

If you have already installed MS SQL and you need to change the security authentication mode, refer
to the following article:

http://technet.microsoft.com/en-us/library/ms188670.aspx

Note

It is also possible to use Windows authentication to connect to SQL server. For more information on
connecting to SQL server refer to http://msdn.microsoft.com/en-us/library/ff647396.aspx

4.4.1 Creating a Database Account for Sitecore CMS Databases on
SQL Server 2008

This section describes how to create a database account for Sitecore databases under SQL Server
2008 with the minimum required permissions.

1. Start SQL Server Management Studio.

2. Make sure the Sitecore databases are attached.

3. In SQL Server Management Studio, in the Object Explorer pane, expand the Security folder.
4

Right-click the Logins folder and click New Login to create a new login.

J Login - New =8 Ho =
Selectapage ; Sei %
cript | Help
=
2 Server Roles
15 User Mapping Login name: SC user &
2 Securables ) )
 Status Windows authentication
- @ SQL Server authentication
Password:  weesss
Corfirm password: ~~ sssss
7] Enforce password policy
V| Enforce password expiration
User must change password at next login
Mapped to cattficate
Mapped to asymmetric key
Map to Credential
Eomockn Mapped Credentals Cradential Provider
Server
{local)
Connection:
sa
4] View connection properties
Progress
Ready Defaut database: [master )
Default language: | <default> h ‘
=

In the Login — New window, select the General page and specify the login name.

6. Selectthe SQL Server authentication option and clear the User must change password at
next login checkbox (this option is not supported on some Windows operating systems).

7. Select the User Mapping page and in the User mapped to this login field, select the
Sitecore databases.

8. Inthe Database role membership for field, select the following check boxes:

For the Master and the Web databases: db_datareader, db_datawriter, public
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For the Analytics database (if you have DMS installed): db_datareader, db_datawriter, public
For the Core database:

db_datareader,

db_datawriter,

public,
aspnet_Membership_BasicAccess,
aspnet_Membership_FullAccess,
aspnet_Membership_ReportingAccess,
aspnet_Profile_BasicAccess,
aspnet_Profile_FullAccess,
aspnet_Profile_ReportingAccess,
aspnet_Roles_BasicAccess,
aspnet_Roles_FullAccess,

aspnet_Roles_ReportingAccess,

5 Login - New == ==
5_::';':;";:”” & st~ [T Helo
1% Server Roles
1% User Mapping Users mapped to this login:
L Securables Map  Database User Defauit Schema =
1% Status Fl master u
[l modsl
] msdb 1
|} SC100704ECM100331_Analytics 3
¥ SC100104ECM1003315itecore_Core 5C user
SC100104ECM100331Sitecore_Master SCuser
SC100704ECM100331 Sitecore_Web SCuser N

SC1007D4ECMWINT_Analytics
SC1001D4ECMWINTSitecore_Core -

< i v

]
0

Database role membership for: SC100104ECM100331Sitecore_Core

i 5
Server aspnet_Membership_FullAccess i
flocaly aspnet_Membership_ReportingAccess

) [] aspret_Personalization_BasicAccess
Comnection [T aspret_Personalization_FulAccess E

(] aspriet_Personalization_ReportingAscess
4 View connection properties aspnet_Profile_BasicAccess
aspret_Profile_Fullccess
/| aspnet_Profile_ReportingAccess
Linorees ] aspnet_Roles_BasicAcosss
Ready aspnet_Roles_FullAccess
aspnet_Roles_ReportingAccess
[] aspret_\WebEvent_FullAccess il

[SEE]

9. Click OK to create the user.

4.4.2 Granting Execute Rights to Stored Procedures

To grant execute rights to stored procedures:
1. Inthe SQL Server Management Studio window, expand Databases.
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2. Right-click a Sitecore database and click Properties.

' Microsoft SOL Server Management Studio Express

File Edt Wiew Tools Window Help

3}3;“

_.QNeWQuerv O 55 & B E RS

CAINETPUBYWWWROOTISITECORE|S *~
CHAINETPUBYWWWROOTISITECORE|S
CHAINETPUBYWWWROOTISITECORE|S
CHAINETPUBYWWWROOTISITECORE|S
CHAINETPUBYWWWROOTISITECORE|S
i IINETPUBIWWWROOTISITECOREIS

New Database
M Query
Scripk Database as

Tasks

FEHEEEEEEEEEEE

Rename

Delete

Refresh

U CHAINETPUBYWWWROOTISITECORES
U CAINETPUB)WWWROOTISITECORE|S
U CAINETPUBYWWWROOTISITECORE|S
CINETPUBYWWWROOTISITECOREYS

ALERKISQLEXPRESSID)

[ Database Diagrams
[ Tables

[ views

[ Synonyms

[ Programmahility
a Security

3. Inthe Database Properties window, select the Permissions section and select the user you

want to grant rights.

B Database Properties - C:\INETPUBWWWROOT\SITECORE\SC TEST INSTALL\DATABASES\SC53aRC. .. [= |[57]€)

Selectapage
& General 5 st - [ Help
2 Fles
2 Flegowps Server name: ALEXK\SQLEXPRESS
& Options
& Pemissions
2 Extended Propertes Database pame: CANETPUB\WWWROOTASITECORENSC TEST INSTALL\DA
Users or roles:
Name Type
A SC user User
A& sin User
A stecore User
A test_user User
< >
——
[ECTIITI]  c cemiirs fo SC e
e Pesmission Granitor Grant WithGrant ~ Deny Lo
v
ALEXK\SOLEXPRESS Create XML schema .. ~ dbo ] ] 0
Corneciion Delst= &0, R -2 S 0 )
- Execute dbo i L] O
4/ View connection propetties frsest dbo O O O
References dbo 0 (] 0
Select dbo m] ] 0
™ l Show plan dbo O O (]
oudy Subsciibe query notifi..  dbo O O )
Take ownership dbo O O 0O =
Cancel

4. Inthe Users or roles field, select the user and in the Explicit permissions for field, in the
Grant column give the user Execute permission.

Repeat this procedure for the other Sitecore CMS databases, including the Analytics database if you

have Sitecore DMS installed.
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4.5 Oracle Database Storage Setup

This section describes how to set up Oracle database storage for Sitecore CMS.

45.1 Oracle Storage Setup

This section describes setting up a Sitecore CMS with Oracle databases in detail.

Database Server Preparations

Database server must run a supported version of Oracle database instance, which meets the
following requirements:

1. Oracle instance must be configured in shared server mode.

2. Oracle instance must contain a tablespace for Sitecore having at least 200MB of free space
initially. More space will be needed as Sitecore database grows. Perform these steps on the
Oracle Database Server (or a workstation PC with the administration tools for the Oracle) to
set up Oracle databases for Sitecore CMS:

3. Install Sitecore CMS Databases (*DB.exe setup executable, version 6.0.2 or higher).
Alternatively you can copy the /Databases/Oracle folder from an existing Sitecore 6
installation.

4. Load Sitecore data into the Oracle database:

a. Inthe computer's System Properties/Advanced/Environment Variables set up
user-level variables as follows:
DATABASE = The name of the Oracle Database instance that will host Sitecore
data (as set up on the PC).
TBS = Name of the tablespace for Sitecore data
PASSWORD = password for the system user of the Oracle instance.
PREFIX = Prefix to use for user schema names and passwords (default: sc).

b. Launch the createdata.bat file from the /Databases/Oracle/ folder.

c. Remove DATABASE, TBS, PASSWORD, PREFIX variables from the
environment.

Installation scripts will set up three user schemas: %PREFIX%core, %PREFIX%master,
%PREFIX%web (default: sccore, scmaster, scweb). User passwords are the same as the user
names.

Website Server Setup Instructions
The following instructions describe a web server setup where Sitecore CMS file system will be hosted.

1. |Install Oracle Client matching the Oracle Database version. Make sure Oracle Data Provider
for .NET 2.0 is installed. Add a connection to the appropriate Oracle instance (created as
described in the Database Server Preparations section). For detailed instructions on this
topic, refer to Section 7.1.2, Adding a Connection to the Oracle Instance.

Note
When installing Oracle Data Provider in a 64-bit Environment, make sure you use Oracle Client for
Windows x64.

2. Install Sitecore CMS 6. If you are installing Sitecore from a ZIP archive (not an exe setup
executable) you should configure the dataFolder setting and put a valid license.xml file into
the data folder before proceeding to next steps.

3. Copy dataFolder variable definition from Web.config to Web.config.Oracle.
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For example <sc.variable name="dataFolder" value="c:\sitecore\data"/>

4. Inthe Web.config.Oracle, in runtime/assemblyBinding section set bindingRedirect to the
Oracle.DataAccess assembly version installed on your system:

a. Open Global Assembly Cache by running the ‘assembly’ command in the
command prompt of the Run console (Win+R).

b. Locate Oracle.DataAccess.dll for your Oracle Client version, right-click, choose
Properties and copy the Version value which can be in one of the following
formats:

i. 10.2.x.x (Oracle Client versions prior to 10.2.0.2).
ii. 2.102.x.x or 2.111.x.x (Oracle Client versions 10.2.0.2 and higher).

c. Modify the assemblyBinding setting. Replace 10.2.0.100 with your assembly
version:

<dependentAssembly>
<assemblyIdentity name="Oracle.DataAccess"
ublicKeyToken="890483f429c47342" />
<bindingRedirect oldVersion="9.2.0.401"
newVersion="10.2.0.100"/>
</dependentAssembly>

5. Backup the original Web.config and rename Web.config.Oracle to Web.config.

6. Modify connection strings in /App_Config/ConnectionStringsOracle.config to point to the valid
Oracle instance.

a. Data Source parameter must point to the local Oracle instance name as
configured in the Oracle Net Manager.

b. User names and passwords must be adjusted to match those installed on the
database server. Default names/passwords are sccore/sccore ,
scmaster/scmaster and scweb/scweb.

7. Configure IIS as for a usual Sitecore installation and run Sitecore.
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4.6 Uninstalling Sitecore (ZIP installation)

Before uninstalling Sitecore, delete the 1IS Web site or update it to reference a different directory, or
stop IS by executing the following command:

net stop w3svc.
Stop the SQL Server process:
o for SQL Server Express: net stop "sql server (sglexpress)"

o for every other edition of SQL Server: net stop "sql server (instancename)"

Remove the Sitecore file system.

Remove any databases on remote or local servers that are used by this instance of Sitecore.
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Limitations and Specific Requirements

This chapter contains various limitations and environment-specific requirements.

This chapter contains the following sections:
e OS Specific Requirements
e  Maximum Number of Worker Processes

e Miscellaneous
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5.1 OS Specific Requirements

This section contains requirements related to operating systems.

511 Windows XP

If you are running Windows XP, make the following setting:

In the Application Protection field select Medium (Pooled).

Default Web Site Properties E| [‘S__cl
HTTP Headers Cusztorn Errors ASP.MET Server Extensions
Wwieh Site 1SAPI Filters | Haorne Director Documents Directary Security

When connecting to thiz resource, the content should come: from:
(&b, directony located on thiz computet

(73 & share located on another compter
(O A redirection to a LURL

Local Path: |D:'\S itecore [ntranetsWebSite | ’ Browse...
[ Script zowrce access Log wisits

Bead Index this resource

[ write

[ Directony browsing
Application Settings

Application name: |Default Application | [ Femove ]
Starting paitit: <Default Web Site»
Execute Pemizzions: |Scripts only V|
(ﬂpplicatioﬂ Protection: | Medium [Pacled) v D
o ][ comcel ]

Sitecore works fine with each of the three different levels of application protection. The Medium
(Pooled) level is just the recommended setting since it has better performance than the High
(Isolated) setting and more strict security as compared to the Low setting. For more details, refer to
the Application Protection article.
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5.2 Maximum Number of Worker Processes

Sitecore does not support configuration when the Maximum number of worker processes is set to
two or higher. You must set this setting to “1”.

On multiple processor servers, this value may automatically be set higher than 1 when you install the
OS/IIS. On these servers, it is therefore especially important to check this setting as it will likely be
higher than "1".
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53 Miscellaneous

This section contains miscellaneous uncategorized requirements.

5.3.1 Install Latest Updates

Visit Windows Update — http://windowsupdate.microsoft.com — and install all the appropriate service
packs and security updates on all of your Sitecore CMS host and client computers.

5.3.2 UNC Share Not Supported

Sitecore CMS must be installed on a local drive, not a UNC share.

5.3.3 Sitecore Cannot Operate from a Virtual Directory

Do not create a virtual directory for Sitecore as the product cannot operate from a virtual directory.

5.3.4 Install IS Before Updating .NET Framework

To reduce the number of ASP.NET configuration issues on Sitecore hosts, install IIS before installing
or updating the .NET framework.

If you have installed or updated .NET framework before installing the IIS, refer to the following article
that contains instructions about troubleshooting an ASP.NET installation:

http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/11S/187d0e2c-8e89-49ad-
a89d-e26e4d76ee68.mspx?mfr=true
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Post-Installation Steps

This chapter describes the steps that we recommend you to take after installing
Sitecore CMS.

This chapter contains the following sections:
e Content Expiration
e Windows Authentication for Sitecore
e Setting Microsoft SQL Server Database Properties
¢ Rebuild the Search Index and the Link Database

e Cache Configuration
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6.1

Content Expiration

Set IIS Expire Web content header to improve performance.

@ sitecore

The Expire Web content header (located in common HTTP Response headers) is how IIS determines
whether or not to return a new version of the requested web page if the request is made after the web
page content has expired. 1S will mark each web page before it's sent using the settings you provide

for content expiration. The browser of the website visitor will translate the expiration mark.

By setting Expire Web content to something other than immediately, you can reduce second-access

load times by 50 to 70 percent. This setting will not affect dynamically generated content.

To enable the Expire Web content header in IIS 7.x:

1. Launch IIS Manager.
2. Navigate to the site that you wish to enable the Expire Web content header.
3. Inthe IIS section, double click on the HTTP Response Headers.
Actions
@ SC651ev110523 Home
gy Explore
Filter: - Go %Showﬂ\l Group by: 5 Ll T,
" Edit Site
s - Bindings...
?% 5]\'3_! =t \%EJ a [E Basic Settings...
ASP Au;hentlc.‘. CaGl Compression Dafa;ﬂt caum
Document rtual Directories
= & = P oy Manage Web Site £
= B & = ? o
Directory  Error Pages Failed Handler HTTP e )
Browsing Request Tra.. Mappings  Redirect T -
- _ i N B Stop
@ ﬂgJ ﬂ"' Ql:%[l Browse Web Site
ISAPIFiters  Logging  MIMETypes  Modules BrowseSCaE
(http)
=y Py Advanced Settings...
2 o=
ihﬁ &= % E Configure
Output Request  SSL Settings  WebDAV Failed Request Tracing...
Caching Filtering Authori... Limits...
Management @ Help
D Online Help
Configurat...
Editor —
. 2 Content View
%
4. Inthe Actions panel, click on Set common headers...
HTTP Response
Headers Set Common Headers...
Use this feature to configure HTTP headers @' Help
that are added to responses from the Web Online Help
Group by: No Grouping <
Name B Value
X-Powered-By ASP.NET
E ) —— v
. 2 Content View
%
5. Select the Expire Web content check box.
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6. Select the After check box and set the number of days to its default (7).

Set Common HTTP Response Headers ==
Enable HTTP keep-alive
Expire Web content:
) Immediately
© After:
;
() On (in Coordinated Universal Time (UTC)):

Thursday June 09, 2011 12:00:00 AM

Cancel

7. Click OK when finished.
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6.2 Windows Authentication for Sitecore

You can configure Sitecore to use Windows Authentication for SQL connection (SQL 2008 / Windows
2008 (R2)) and effectively remove the username and password from the
connectionStrings.config file.

1. Find the application pool that your Sitecore is running under. Open Properties and set the
identity to the domain user on the corresponding tab.

n

On the SQL Server box, register the domain user and grant security permissions on Sitecore
databases for the domain user according to the section “4.4.1 Creating a Database Account
for Sitecore CMS Databases on SQL Server 2008” of the Installation Guide.

3. On the machine that hosts Sitecore, add this domain user to the [IS_IUSRS group.

4. Adjust the permissions for the [IS_IUSRS group according to these sections of the Installation
Guide*:
o “4.2.2 File System Permissions for ASP.NET Requests”
o “4.2.3 File System Permissions for System Folders”.

5. Editthe /App Config/ConnectionStrings.config file and replace the user idand
password parameters with the trusted connection=yes option:

<?xml version="1.0" encoding="utf-8"?>
<connectionStrings>
<add name="core" connectionString="Data
Source=.\sql2008; Database=Sandbox6_Core;Trusted Connection=Yes" />
<add name="master" connectionString="Data
Source=.\sql2008;Database=Sandbox6 Master;Trusted Connection=Yes" />
<add name="web" connectionString="Data
Source=.\sql2008;Database=Sandbox6_ Web;Trusted Connection=Yes" />
</connectionStrings>

6. Prepare your identity so it can be used as a service account with “aspnet_regiis.exe” and the -
ga switch.

7. Add your domain service account to the local “Performance Monitor Users” group as per this
section: “4.2.5 Windows Registry Permissions”

Note
If you use DMS, the same configuration must be repeated for the Analytics database. The connection
string for the Analytics database must be follows:

<add name="analytics" connectionString="Data
Source=<Data-Source>;Database=Sandbox6 Analytics;Trusted Connection=Yes" />
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6.3

Setting Microsoft SQL Server Database Properties

There are a few Microsoft SQL Server database properties that, when configured correctly, will help
increase performance:

Compatibility Level

Compatibility Level effects SQL syntax and query parsing, and should have no impact of
performance. Setting the Compatibility Level to a value of SQL Server 2008(100) will take
advantage of new T-SQL features, which are used in many of the scripts / commands.

Auto Close

When MS SQL Server opens a database, resources are allocated to maintain that state.
Memory for locks, buffers, security tokens, etc. are all assigned. These operations take time.
The Auto Close property defines how these resources are handled. If it is set to true or ON,
then when the last connection is closed these resources are deallocated. If a new connection
comes in within a short period of time (1/10th of second or quicker), then all of those
resources need to be activated again. Setting the Auto Close property to false or OFF will
prevent this from happening.

Auto Shrink

The Auto Shrink property uses a lot of resources when it’s called, and you have no control
over when it is being called. If you combine Auto Shrink with Auto Growth, you can get into a
spiral of constantly growing and shrink the database, taking valuable resources away from
other database tasks as well as causing fragmentation issues. If a database or file requires a
SHRINK command, it should be done so via a script, command or scheduled Maintenance
Plan. Setting the Auto Shrink property to false or OFF will disable this feature.

Recovery Model

In Simple Recovery Model MS SQL Server logs minimal amount of information in the
transaction log. MS SQL Server basically truncates the transaction log whenever the
transaction log becomes 70 percent full or the active portion of the transaction log exceeds
the size that MS SQL Server could recover in the amount of time which is specified in the
Recovery Interval server level configuration. Setting Recovery Model to Simple has the lowest
amount of overhead over Full and Bulk-logged, which is crucial to the performance
requirements needed for the Sitecore CMS databases.

To set these properties:

1.
2.

Launch MS SQL Server Management Studio.

In the object explorer, right click on the CMS Master database and select Properties.
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@ sitecore

3. Select the Options page and set the parameters as it is presented on the following image:
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In the Compatibility Level field, select SQL Server 2008(100).

Set the Auto Close property to false.

Set the Auto Shrink property to false.

In the Recovery Model field, select Simple
Click OK.

Repeat these actions for the CMS Core and Web databases.
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6.4 Rebuild the Search Index and the Link Database

Follow these instructions only if you install Sitecore using the ZIP archive of the Web site root.
You should rebuild the Search Index for the core database and the Quick search index.

To rebuild the Search Index, log in to the Sitecore desktop and click Control Panel, Database, Rebuild
the Search Index. Select all available databases.

To rebuild the Link Database, log in to the Sitecore desktop and click Control Panel, Database,
Rebuild the Link Database. Select all available databases.
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6.5 Cache Configuration

When Sitecore CMS is installed, optimize caching to improve solution performance, reduce server
load, and increase system capacity.

For more information about cache configuration, see Cache Configuration Reference on SDN.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.

Page 71 of 79



Sitecore CMS 6.5 Installation Guide @ Sltecore

Appendix

This chapter contains the supplementary instructions that help you to configure your
environment.

This chapter contains the following sections:
e Server Configuration
o IS

e Creating a Web Project in Visual Studio
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7.1 Server Configuration

The following sections contain miscellaneous information and techniques concerning the server
configuration.

7.1.1 Updating the Security Settings for a Folder
To update the security settings for a folder:
1. InWindows Explorer, right-click the folder and select Properties.
2. Inthe Properties dialog box, click the Security tab.

3. Inthe Group or user names field, select a user or group and grant them the appropriate
permissions in the Permissions for field.

4. Inthe Security tab, click Advanced.

In the Advanced Security Settings dialog box, select the Replace permission entries
checkboxes.

Making the Security Tab Visible

If the Security tab is not visible, — this can occur after upgrading from Windows XP Home to
Professional:

1. In Windows Explorer, click Tools, Folder Options.

2. Inthe Folder Options dialog box, click the View tab.

General | Yiew | File Types | Offline Files

Fulder vigws

X “Y'ou can apply the view [such as Detals ar Tiles] that
you are using for this folder to all folders.

[ApplyloAIIFolders ] [ Reset Al Falders

Advanced settings
) Do ot show hidden files and folders -
(&) Show hidden files and folders
[] Hide extensions far known file types
[] Hide protected operating system files [Recommended)
[ Launch folder windows in a separate process
Remember each folder's view settings
] Restore previous folder windows at logon
Show Control Fanel in by Computer
Show encrypted or compressed MTFS files in color
Show pop-up description for falder and desktop items
] Use zimple file sharing [Recommendead)
v

Festore Defalts

3. Ensure that the Use simple file sharing check box is not selected.

If an account is not visible in the Security tab, you must make it visible.

Making an Account Visible
To make an account visible in the Security tab:

1. Inthe Properties dialog box, click the Security tab.
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2. Inthe Security tab, click Add.

3. Inthe Select Users, Computers, or Groups dialog box, in the From this location field,
ensure that the local computer is selected.

4. Inthe Enter the object names to select field, enter the name of the account, and click
Check Names.

Alternatively, you can click Advanced and then click Find Now and select the account you
want to add.

7.1.2 Adding a Connection to the Oracle Instance

After installing Oracle Client on your PC or server you can find Oracle Net Manager in All Programs,
Oracle — Home, Configuration and Migration tools, Net Manager.

f@ Crace- CO

@ Application Development

@ Startup L3 f?u Configuration and Eion Ton L3 g Met Configuration Assistant
@ Windows Powershell 1.0 » @ Inkegrated Management Tools @] = Met 18

ﬁ Internet Explorer @ Cracle Installation Products 3

GUGIELIENER A Remote Assistance

The main window of Net Manager consists of the item tree (on the left side) and the details pane (on
the right side). To the left of the item tree there is a toolbar that allows to add and remove connection
descriptions.

% Dracle Net Manager, - C:\oracleAproducti10.2.05client 1ANETWORKUDMINY

File Edit Command Help

&%gorac\e Met Configuration

é}LUcal

& Profil
9
Listeners
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To add a new connection to Oracle instance click the Create button on the toolbar to the left of the
item tree.

Q’ﬁ Oracle Net Manager - C:horaclelproductil0.2.0Aclient 1\NETWORKUMDMIN

Eile Edit Command Help

This starts the Net Service Name Wizard.

2% Net Service Name Wizard: Welcome

To access an Oracle database, or other service, across the network
you use anet service name. This wizard will help you create a net
Service name.

Enterthe name you want to use to access the database or service. It
can be any name you choose.

ket Service Name ||

On the first page of the wizard enter the Net Service Name and click Next.

Net Service Name is the local alias that Sitecore will use to connect to the Oracle server. It must be

specified in the data source part of the connection strings in ConnectionStringsOracle.config in
Sitecore.

2% Net Service Name Wizard: Welcome

Toaccess an Oracle database, or other service, across the netwaork
you use a net service name. This wizard will help you create a net
SEMice Name

Enter the name you want to use to access the database or service. |t
can be any name you choose

Met Service Name SITECORE
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Choose Protocol to connect to the Oracle service and click Next. It is most common to use TCP/IP
protocol without encryption in local networks.

%% Net Service Name Wizard, page 2 of 5: Protocol

To cammunicate with the database across a network, a network protocol
is used. Selectthe protocol used forthe database you wantto access

TCPIAP with S5L (Secure Internet Protocol)
Mamed Pipes (Microsoft MNetworking)
IPC {Local Datahase)

Cancel

For TCP/IP protocol set up the following settings: host name (or IP address) where the Oracle server
is located and TCP Port number. Click Next to proceed.

Note: Default port number is 1521.

%% Net Service Name Wizard, page 3 of 5: Protocol Settings:

To communicate with the database using the TCPAP protocol, the
database computer's host name is required. Enterthe TCPIP host
name for the computer where the database is located.

Host Name: 10.38.15.161

ATCPIP port number is also required. The port number for Oracle
databases is usually 1521, You should not normally need to specify a
different port number.

Port Mumber.

Cancel

Enter the Oracle service name (as configured on the remote server) and click Next.

Note: For Oracle 10g Express Edition service name is XE.

2% Net Service Name Wizard, page 4, of 5: Service
To identify the database or service you must provide either its service
name, far Oracledi 8.1 or later, or system identifer (SID), far Oracled 8.0

database wersions. The senice name for an Oracledi or later database
is normally its glabal database name

® (Qracledi or later) Service Name: ><E|
i {Oracled or Previous) SID ORCL

Optionally, you can choose ifyou want a shared or dedicated serer
database connection. The default is to let the database decide

Caonnection Type Database Default -

Cancel “  Back
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Once all parameters are entered, you can test connection to your server on the test page by clicking
the Test button.

%% Net Service Name Wizard, page 5 of 5: Test

Press Testif you would like to verify that the database can be
reached using the information provided

‘When you are finished, or ifyou want to skip testing, press Finish to
create the net service name or, if enabled, Next to continue

Test

Cancel “  Back [t

If the server does not accept the default 'scott/tiger' credentials, click Change Login button and enter
login and password to one of your Sitecore database schemas.

Expect connecting to the database to take from one to several seconds to complete. Ifittakes longer,

please wait; the reasan for any failure will be displayed. To change the userid and password used for the
test press Change Login,

Wehen finished testing press Close.

£ Change Login

Initializing first test to us: Login Information
Atternpting to connect us|

The test did not succesd Username sceore

ORA-01017: imvalid user
Password,

W

There may be an error in|
ar the server may not be

M Cancel

3

Change Login.. Test Close

When all parameters are entered correctly, connection test will report success.

Connection Test f'zl

Expect connecting to the database to take from one to several seconds to complete. Ifittakes longer,

please wait, the reasaon for any failure will be displayed. To change the userid and password used for the
test press Change Login,

wihen finished testing press Close.

Atternpting to connect using userid: sccore
The connection test was successiul

v

Change Login...| Test| Close

Close the test window and click Finish to close the wizard. Net Manager main window will display the
newly created connection and its parameters.
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7.2 S

This section contains various useful techniques related to IIS.

7.2.1  Accessing lIS

Open the Internet Information Services (11S) Manager.

If you are running or Windows XP, click Control Panel, Administrative tools, Internet Information
Services to open the Microsoft Management Console for the IIS.

If you are running Windows 2003, click Control Panel, Administrative tools, Internet Information
Services (IIS) Manager to open the Microsoft Management Console for the 1IS.
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7.3 Creating a Web Project in Visual Studio
Sitecore supports the Visual Studio Web Application project model for Sitecore solutions.
Note

The initial release of Visual Studio 2005 did not include the Web Application project model. Visual
Studio 2005 Service Pack 1 includes the Web Application project model.*

Important

Create a Visual Studio solution and at least one project for each Sitecore solution that uses Visual
Studio. Follow the steps outlined below as a single sequence once for each new Sitecore solution,
then add new projects to the existing solution as appropriate.

To create a Visual Studio Web Application project for an existing Sitecore solution:

1. In Visual Studio, click the File menu, then click New, and then click Project. The new project
dialog appears.

2. Inthe new project dialog, in the Project Types tree, expand Visual C#, and then click Web.
In the new project dialog, in the Templates list, click ASP.NET Web Application.

4. Inthe new project dialog, select the version of the .NET Framework. While installing Sitecore
CMS, in the 1IS Website step you selected the version of the .NET Framework: 2.0 or 4.0.

o If you selected .NET Framework 2.0 when installing Sitecore CMS, then select .NET
Framework 3.5 in the Visual Studio project.

o If you selected .NET Framework 4.0 when installing Sitecore CMS, then select .NET
Framework 4 in the Visual Studio project.

5. Inthe new project dialog, in the Name field, enter the name of the project, for example
MyWebsSite. Visual studio will use this name as the default .NET namespace and assembly
name.

6. Inthe new project dialog, in the Location field, enter the document root of the Sitecore
solution, for example C:\inetpub\sitecore\MyWebSite\WebSite.

7. Inthe new project dialog, in the Solution Name field, enter the name of the solution, which is
typically the name of the project, for example MyWebSite.

8. Select the Create directory for solution check box.

9. Click OK. Visual Studio creates the project in a subdirectory of the directory specified by
Location, and then opens that project.

! For more information about Visual Studio 2005 Service Pack 1, see http://msdn.microsoft.com/en-
us/vstudio/bb265237.aspx.
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