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Introduction
TheSecurity Administratorés Cookbook is designed

information they need to administer security in Sitecore. This cookbook is primarily
aimed at introducing new security administrators to the tools that Sitecore contains.
However, the procedures described in this document will also be beneficial for more
experienced and security administrators who are unfamiliar with the tools that
Sitecore contains.

This cookbook contains the following chapters:

1 Chapter 18 Introduction
This brief description of this document and its intended audience

1 Chapter 28 Security in Sitecore

An overview of the basic concepts that security administrators need to understand

and a brief introduction to the security tools that are available in Sitecore

1 Chapter 38 Creating and Managing Users
Step by step instructions for user management tasks

1 Chapter 49 Creating and Managing Roles
Step by step instructions for role management

1 Chapter 50 Assigning and Reviewing Access Rights
Step by step instructions for managing access rights

1 Chapter 68 Domains
Step by step instructions for managing domains

1 Chapter 70 Security Accounts & Passwords
Step by step instructions for managing security accounts and passwords

1 Chapter 80 Best Practices
A discussion of best practices for administering security in Sitecore

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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Security in Sitecore

This chapter is a description of all the basic concepts that security administrators
need to understand to get the most out of the Sitecore security system. It also
contains a brief introduction to the security tools that are available in Sitecore.
This chapter contains the following sections:

1 Security Accounts

1 Security Tools

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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2.1 Security Accounts

In Sitecore, you use security accounts to control the access that users have to the items and content
on their Web site as well as the access they have to the functionality that Sitecore contains.

In Sitecore, a security account can be either a user or a role.

2.1.1 Users and Roles

After you have created a user in Sitecore, you should assign them one or more of the roles that exist
in Sitecore. A role contains a set of access rights to the various items that make up your Sitecore
installation as well as permission to use the various tools that Sitecore contains.

By assigning roles to users you simplify the security administration process. The roles that a user is
assigned determine the access rights that the user has.

If the predefined security roles that Sitecore contains do not suit your needs, you can easily create
new roles and give these roles the appropriate access rights to the items and functionality that the
Web site contains.

In short, users should be members of roles and the roles should be assigned the access rights that
govern the permission that the members of each role have to the items in Sitecore. However, if you
think that it is necessary, you can also assign individual access rights to the user as well.

If a user is a member of several roles they are given the accumulated access rights of all the roles.

Furthermore, a user can be a member of many different roles and roles can be members of other
roles. When a role is a member of another role the access rights that the different roles contain are
added together to give the users who have been assigned these roles the accumulated access rights
of both roles.

For more information about the way Sitecore interprets security settings and access rights, see How
Sitecore Evaluates Access Rights on page 43.

2.1.2 Access Rights

The access rights that you assign to a security account in Sitecore determine the access that the
account has to the items and functionality that Sitecore contains.

The access rights that you can assign to an account are:

1 Read & controls whether or not a user can see an item in the content tree and/or on the
published Web site.

1 Write 0 controls whether or not a user can update field values. The write access right
requires the read access right and field read and field write access rights for individual fields
(field read and field write are allowed by default).

1 Rename & controls whether or not a user can change the name of an item. The rename
access right requires the read access right.

1 Create d controls whether or not a user can create child items under this item. The create
access right requires the read access right.

1 Delete 8 controls whether or not a user can delete an item. The delete access right requires
the read access right.

1 Administer 8 controls whether or not a user can configure access rights on an item. The
administer access right requires the read and write access rights.

Field Read & controls whether or not a user can read a specific field on an item.

1 Field Write 8 controls whether or not a user can update a specific field on an item.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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1 Language Read & controls whether or not a user can read a specific language version of
items.

1 Language Write 0 controls whether or not a user can update a specific language version of
items.

Site Enter & controls whether or not a user can access a specific site.

Show in Insert 8 controls whether or not a template is shown in the Content Editor in the
Insert Options list and in the Page Editor in the Insert dialog box.

1 Workflow Command Execute & controls whether or not a user can execute a specific
workflow command.

1 Workflow State Delete 8 controls whether or not a user can delete items when they are in a
specific workflow state.

1 Workflow State Write 8 controls whether or not a user can update items when they are in a
specific workflow state.

1 *0d controls whether or not all the access rights assigned to a specific item are assigned or
denied.

2.1.3 Inheritance

Sitecore uses inheritance to streamline the process of assigning access rights. By using inheritance
Sitecore spares security administrators the tedious task of assigning each role explicit access rights to
every item in the content tree.

An item can inherit the access rights that have been specified for other items that are higher up the
content tree. Any item can be configured to inherit the security settings of its parent item.

A security administrator can, for example, configure the security settings of a single item and by using
inheritance, let these settings influence the security settings of all the items that are lower down the
content tree.

Although items inherit security settings by default, Sitecore allows you to configure which items should
inherit security settings and which should not. Sitecore defines the ability to inherit security settings as
an access right; that you can allow or deny, just like Read and Write.

For more information about using inheritance to controls access rights, see Chapter 5, Assigning and
Reviewing Access Rights.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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2.2 Security Tools

Sitecore contains several different tools for managing security.

The Sitecore security tools are:

The Security tab in the Content Editor

1 User Manager
1 Role Manager
1  Security Editor
1 Access Viewer
1 Domain Manager
l
2.2.1

User Manager

Use the User Manager to create and manage the users that have access to the system.

<% User Manager

esetSettings % Enable

e

Roles  Domains

Drag a column to this area to group by it.

8 Minnie

Full Name Email

extranet\Anonymous
sitecore\Admin
sitecorelAnonymous

sitecore\Audrey

sitecore\Denny

User Name Domain

a Anonymous extranet

a Admin sitecore

& Anonymous sitecore

a Audrey sitecore

& & sitecore sitecore il
a Denny sitecare

a Lonnie sitecore

sitecore \Lonnie

sitecoreMinrie

In the User Manager you can:

i Create and edit users.

f
f
f
f

Delete users.

Change the password of other users.
Enable and disable users.

Open the other security tools.

@ sitecore

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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2.2.2 Role Manager

Use the Role Manager to create and manage the roles that you want to assign the users of your
system.

7 Role Manager

Role
MyDomain|tester

sitecoreAuthor

sitecore\Designer

sitecore\Developer

sitecore\Sitecore Client Account Managing
sitecore\Sitecore Client Authoring
sitecare\Sitecore Client Configuring
sitecore\Sitecore Client Designing
sitecore\Sitecore Client Developing
sitecare\Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore\Sitecore Client Securing
sitecore\Sitecore Client Translating
sitecore\Sitecore Client Users
sitecore\Sitecore Limited Content Editor

‘I II D:' 4 L4} Page 1of 2 (18 items))

In the Role Manager, you can:
1 Create and delete roles.
1 Add members to and remove them from a role.
1 Make arole a member of and remove it from another role.
1

Open the other security tools.

2.2.3  Security Editor

Use the Security Editor to manage the access rights that roles and users have to the items in the
content tree.

% Security Editor

Remove Inherit  Require Login

Select | &3 sitecore\Author
Roles and Users

Field Read Field Write Delete Administer

write R
Write R
Wirite Rename

Write Rename

@) Help Write Rename

) Meta-Data Wirite Rename

1 Settings i Rename
Virit R

L3

=
mEEo

2]

£ | >
Key: Inherited | = | Allowed X Denied | . - Item vs. DescendantRight « * |Protected Mot Applicable

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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In the Secu

rity Editor, you can:

Q) sitecore

1 Select the security account that you want to manage.

1 Assign access rights to the selected security account.

224

Access Viewer

Use the Access Viewer to get an overview of the access rights that have been assigned to the
security accounts.

a builtin\Anenymaous
Select @ sitecore\Denny

Name
B 5] sitecore
= & Conten

o g
© @
@ g
=Q
=
=@
=@
B @
5 @

B Layout

) System

) Home
& & sample

@) Help

() Meta-Data

1) Settings
5] Media Library
] Templates

Key: Inherited |« -~ Allowed

Read Write
o % |Read
t v Read

®

Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read

Standard-Ttems
Products
Services
References
News

People

Jobs

Contact
About-Us

5 (B BB B B BB Be) B B e B Be B B BB e B

LI S R I S RN

In the Access Viewer, you can:

5 (B BB (B B BB Be) B B e B Be B B BB e B

5B e e [Be B e [Be B [Be e e BeBe B Be B B

X Denied | . - Item vs. DescendantRight |«

5B e e [Be B e (B B BB e BeBe B Be B B

Protected

@ Read access right for the Home
item

&) security
Access to this Item is denied as no access rule allows
access.
Ttem Security
D sitecore v Everyone
a Content
il Home | 1% Everyone [Inheritance]

A\ warnings
The item has individial inheritance rules set for each
permission.

Mot Applicable

1 Get an overview of the access rights assigned to each security account for each item in the
content tree.

1 See an explanation that describes how the current settings have been resolved.

2.2.5

Domain Manager

Use the Domain Manager to create and manage domains.

Domain
extranet
sitecore
default

Comment

In the Domain Manager, you can:

1 Create and delete domains.

Page 1of 1 (3 items)|

1 Specify whether the domains are global or locally managed.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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2.2.6 Content Editor 8 Security

There are also some important security tools available on the Security tab in the Content Editor.

Configure  Presentation  [SeTi0]

In the Content Editor, you can:

1 Assign access rights to security accounts that give them access to individual items in the
content tree.

1 Get an overview of the roles and users that have access rights to individual items in the
content tree.

1 Change the ownership of items.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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Creating and Managing Users

This chapter describes how to use the User Manager to create new users and make
them members of security roles.

This chapter contains the following sections:
1 Creating a User in the User Manager

1 Managing a User

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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Q) sitecore

3.1 Creating a User in the User Manager

In Sitecore, you use the User Manager to add new users to the system and to manage the roles that

they are members of.

To create a user:

1. Log in to the Sitecore Desktop.

1. Click Sitecore, Security Tools, User Manager to open the User Manager.

<% User Manager

User Mame

& Anonymous
a Admin

& Anonymous
a Audrey

& &l

& Denny

ﬂ Lonnie

& Minnie

t Settings w# Enable

Drag a column to this area to group by it.

Domain
extranet
sitecore
sitecore
sitecare
sitecore
sitecore
sitecore

sitecore

Full Name Email Comment Language Locked
extranet\Anonymous

sitecorelAdmin Sitecore Administrator en

sitecore \Anonymous

sitecore\Audrey
sitecore Bl
sitecore\Denny
sitecoreLonnie

sitecore Minnie

B8 (N 3
Roles Domains
Security

2. Inthe User Manager window, in the Users group, click New.

A Sitecore -- Webpage Dialog,

Create a New User
i Enter information about the user.

User Name: |

Domain: | sitec

are

Full Name: |

Emait: |

Comment: |

Password: |

Confirm Password: |

Roles:

User Profile:

3. Inthe Create a New User dialog box, enter the relevant information about the new user.

The Create a New User dialog box contains the following fields:

Field Value

User Name The name that the user will use in Sitecore.
Domain The domain that the user will have access to.
Full Name The full name of the user.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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Field Value

E-mail T he u s-mail &ddress.

Comment Any appropriate comments.

Password The password of the new user 8 they can change
it the first time they log in to Sitecore.

Confirm Password Confirm the password you have given the user.

Roles Click Edit to select the roles that you want to make

the user a member of.

User Profile The type of user you are creating.

4. Click Next to validate the information you have entered and create the user.
A Sitecore -- Webpage Dialog, @
Create a New User
€3 Enter information about the user,
The user has been successfully created.

Open the User Editor

5. Click Finish to complete the process.

If you selected the Open the User Editor checkbox, the Edit User dialog box is opened
automatically.

For more information about making the user a member of some security roles, see Assigning a Role
to a User on page 18.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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3.2 Managing a User

After you have created a new user, you can make them members of roles and remove them from
roles. You may also need to edit their information in their Sitecore account. You can also delete a
user from the system.

3.2.1 Editing a User
To edit a user:
1. Inthe User Manager, in the Users group, click Edit.

2. Inthe General tab, you can change the name and e-mail address of the user. You can also
select the image that is used as a portrait of the user in Sitecore.

A Sitecore -- Webpage Dialog, @
Edit User
Edit the information about the user.
General Member Of | Profle | Language Settings | Information
My User
sitecore

Full Name: |My User |

Comment: | |

E-mail: |MyU59r@silecure.nel |

[luser is administrator

Rl |peuplef16x18.fuser1.png |

é

People/16x16/Astrologer.png
People/16x16/Dude1.png
People/16x16/Dude2.png
People/16x16/Dude3.png hd

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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3.

@ sitecore

In the Member Of tab, you can edit the roles that the user is a member of and the domains

that the user can administrate.

A Sitecore -- Webpage Dialog,
Edit User
Edit the information about the user.

General Member Of Profle | Language Settings | Information

Roles:

For more information about making a user a member of some security roles, see Chapter 4,

Creating and Managing Roles.

In the Profile tab, in the User Profile section, you can specify which Sitecore tool is displayed

to the user when they log in.

A Sitecore — ‘Webpage Dialog

Edit User
Edit the information about the user.

General | Member Of Profile Language Settings | Information

User Profile
Start Url: ) Content Editor
O page Editor
O Preview
@ Desktop
OurL:

Additional Properties:

Wallpaper:

|fswlecure-’she\I.flhemes-’hackgmundsf\ighthuuse ipg

Portrait:

If you select Then

Content Editor The user can only open the Content Editor.

Page Editor The user can only open the Page Editor.

Preview The user can open the Preview client and then they can open
the Page Editor.

Desktop The user can select the client that they want to open on the
login page.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.

Page 16 of 74



Sitecore CMS 6 Security Administrator’s Cookbook @ Slteco re

If you select Then

URL You must enter a custom URL and the client selected by the
user is ignored.

5. Inthe Additional Properties section, you can edit information about the profile that was
selected for this user when their account was created.

You can change the image used as wallpaper for this user in the Desktop.

6. Inthe Language Settings tab, in the Sitecore Client section, you can specify the language
and regional code that the Sitecore client should use when this user logs in.

A Sitecore - Webpage Dialog, @
Edit User
Edit the information about the user,
General | Member Of | Profie Language Settings Information

Sitecore Client
client Language: | Default "l

Regional 150 Code: | Default v

Content

Default Content Language: ‘ Default V‘

7. Inthe Content section, you can specify the default language that the content of the Web site
should be displayed in for this user.

8. Inthe Information tab, you can see some static information about the user:

A Sitecore -- Webpage Dialog, @

Edit User
Edit the information about the user.

General | Member Of | Profle | Language Settings IW—

LastLogin: 28. maj 2008 10:52

Created: 28. maj 2008 10:52

Last Activity: 28. maj 2008 11:41

LastPassword Changed: 28. maj 2008 10:52
LastLockout: Mever

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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The information includes when the user was created, when they last logged in, and so on.

3.2.2 Assigning a Role to a User

One of the most important aspects of creating a user is specifying which roles the user should be a
member of. These roles determine the access rights that the user is assigned and thereby the items
that the user can access in Sitecore and the actions they can perform on these items.

To assign a role to a user:
1. Inthe User Manager, click Edit to open the Edit User dialog box.

2. Click the Member Of tab:
A Sitecore - Webpage Dialog =

Edit User
Edit the information about the user.

General Member Of Profle | Language Settings | Information

Roles:

3. Inthe Member Of tab, click Edit to open the Edit User Roles dialog box:

A Sitecore -- Webpage Dialog, E

Edit User Roles
a Change the roles that the user is a member of,

Selected Roles:

Available Roles:

Drag a column to thi to group by it.

Role

MyDomain \tester

sitecoreAuthor

sitecore'Designer

sitecore'Developer

sitecore\Sitecore Client Account Managing
sitecore'Sitecore Client Authoring
sitecore Sitecore Client Configuring
sitecore\Sitecore Client Designing
sitecore Sitecore Client Developing
sitecore'Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore Sitecore Client Securing
sitecore'Sitecore Client Translating
sitecore'Sitecore Client Users
sitecore\Sitecore Limited Content Editor

II |I m: 3 L] Page 1 of 2 (18 items)
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4. Inthe Available Roles section, select the roles that you want to make this user a member of
and click Add.

You can press SHIFT or CTRL to select several roles.
You can also double click a role to add or remove it automatically.

5. If the roles you want to make the user a member of are not displayed on this page, use the
navigate buttons at the bottom of the dialog box to leaf through all the roles.

3.2.3 Removing a User from a Role
As a security administrator, ynembershipofscomerbléesen have
To remove a member from a role:

1. Inthe User Manager, click Edit to open the Edit User dialog box.

2. Click the Member Of tab and then click Edit.

A sitecore -- Webpage Dialog, @

@j Edit User Roles
=/ Change the roles that the user is 3 member of,

Selected Roles:

sitecore‘\Author

sitecore\Sitecore Client Authoring
sitecore\Sitecore Client Translating
sitecore\Sitecore Client Publishing
MyDomain\tester

Available Roles:

Drag a column to this area to group by it.

Role

MyDomain \tester

sitecore‘Author

sitecore\Designer

sitecore\Developer

sitecore'Sitecore Client Account Managing
sitecore\Sitecore Client Authoring
sitecore Sitecore Client Configuring
sitecore'Sitecore Client Designing
sitecore Sitecore Client Developing
sitecore\Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore Sitecore Client Securing
sitecore\Sitecore Client Translating
sitecore Sitecore Client Users
sitecore'Sitecore Limited Content Editor

L] 4 m: » r Page 1 of 2 (18 items)

3. Inthe Edit User Roles dialog box, in the Selected Roles section, select the role that the user
should no longer be a member of, and click Remove.

3.2.4  Deleting a User
Just as you need to create users, you also need to delete them from time to time.
To delete a user:
1. Open the User Manager and select the user that you want to delete.
2. Inthe Users group, click Delete.
3. When you are prompted to confirm that you want to delete this user, click OK.
The security account for this user has now been deleted.

For more information about deleting security accounts, see Deleting Security Accounts on page 56.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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Creating and Managing Roles

This chapter describes how to create and manage a role in the Role Manager. The
topics include creating a role, assigning users to a role, and assigning a role to a role.

There is also an explanation of how the various roles work when combined.
This chapter contains the following sections:
1 Creating a Role in the Role Manager

I Managing a Role

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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4.1 Creating a Role in the Role Manager
In Sitecore, you use the User Manager to create new roles and manage the roles that already exist.

Roles are containers for access rights that make it easier for you to manage the access rights that the
users have to the items and tools that your Sitecore installation contains. When you make a user a
member of a role they receive the access rights that belong to the role.

To create a role:
1. Log in to the Sitecore desktop.

2. Click Sitecore, Security Tools, Role Manager.

# Role Manager

X @ g || @ gD
New Delete Members Member OF || Domains Users || &3 Security Editor
Roles. Security T

Drag a column to this area to g
Role

sitecore VAuthor

sitecore\Designer
sitecore\Developer
sitecore\Sitecore Client Account Managing
sitecore\Sitecore Client Autharing
sitecore\Sitecore Client Configuring
sitecore\Sitecore Client Designing
sitecore\Sitecore Client Developing
sitecore\Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore\Sitecore Client Securing
sitecore\Sitecore Client Translating
sitecore\Sitecore Client Users

|I |I m:' 13 3] Page 1 of 2 {17 items)|

3. Inthe Role Manager window, in the Roles group, click New.

A sitecore -- Webpage Dialog, E
New Role
Create a new role.

The role name can only contain the following characters: A-Z, a-z, 1-9 and
space.

Role Name:

Domain:

|5\tecnre V|

4. Inthe Role Name field, enter the name of the new role.

5. Inthe Domain field, select the domain that this role should belong to.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
contents of this document are the property of Sitecore. Copyright © 2001-2013 Sitecore. All rights reserved.
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The new role is added in the Role Manager window:

@ Role Manager

Role
MyDomain\My Role

sitecore VAuthor

sitecore\Designer

sitecore\Developer

sitecore'Sitecore Client Account Managing
sitecore\Sitecore Client Autharing
sitecore\Sitecore Client Configuring
sitecore\Sitecore Client Designing
sitecore\Sitecore Client Developing
sitecore\Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore\Sitecore Client Securing
sitecore\Sitecore Client Translating
sitecore\itecore Client Users
sitecore\Sitecore Limited Content Editor

II II m: 3 2] Page 1 of 2 (18 itzms)

For more information about domains, see Chapter 6, Domains on page 57.
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4.2 Managing a Role

After you have created a role, you can make some users members of this role. In Sitecore, you can
make any security account a member of a role 8 both users and roles. You can also delete a role.

4.2.1 Assigning a User to a Role
You can make any a user a member of any role.
To assign a user to a role:

1. Inthe Role Manager, click Members.

A Sitecore -- Webpage Dialog, @
Members
Add or remove members from the current role.

Drag a column to this arez

Domain Local Name: Full Name: Comment

1] —— - M

2. Inthe Members dialog box, click Add to open the Select an Account dialog box.

Sitecore® is a registered trademark. All other brand and product names are the property of their respective holders. The
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3. Inthe Select an Account dialog box, in the Account Type section, click Users to see a list of

users.
A Sitecore -- Webpage Dialog, @
Select an Account
Select a role or a user.
Account Type
CiRoles
@ serd
Domain Local Name Full Name Email  Comment
extranet @ Anonymeus  extranetlAnonymous
MyDomain 3 My User MyDomain'My User
sitecore & admin sitecore\Admin Sitecore Administrator
sitecore a Anonymous sitecore\Anonymous
sitecore 8 Audrey sitecoreAudrey
sitecore & il sitecore 1Bl
sitecore a Denny sitecore\Denny
sitecore 2 Lorrie sitecoreLannie
sitecore A, Minnie sitecore\Minnie
I I _— I I Page 1 of 1 (2items)

If there is more than one page of users, use the buttons at the bottom of the window to leaf

through the list of users.

Select the user that you want to add to this role.

Click OK and the user is added to the Members dialog box and is now a member of that role.

4.2.2 Assigning a Role to a Role
You can also make a role a member of another role.
To assign a role to arole:

1. Inthe Role Manager, click Members.

A Sitecore -- Webpage Dialog, @
Members
Add or remove members from the current role.

Drag a column to t

Domain Local Name: Full Name: Comment

] —— - M

Close
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2. Inthe Members dialog box, click Add to open the Select an Account dialog box.

3. Inthe Select an Account dialog box, in the Account Type section, click Roles to see a list of
all the roles.

A Sitecore -- Webpage Dialog, @
Select an Account
Select a role or a user.

Account Type
(@ Roles
Cusers

Drag a column to this area to group by it. search: | NG
Role

MyDomain My Role

sitecore‘Author

sitecore\Designer

sitecore\Developer

sitecore'Sitecore Client Account Managing
sitecore\Sitecore Client Authoring

sitecore Sitecore Client Configuring
sitecore'Sitecore Client Designing
sitecore\Sitecore Client Developing
sitecore Sitecore Client Maintaining
sitecore'Sitecore Client Publishing
sitecore\Sitecore Client Securing
sitecore\Sitecore Client Translating
sitecore'Sitecore Client Users
sitecore\Sitecore Limited Content Editor

7] 4| »" Page 10f 2 (18items)

4. Select the role that you want to add to this role.

5. Click OK and the role is added to the Members dialog box and is now a member of that role.

4.2.3 Assigning this Role to another Role
The role that you created earlier is like any other role and you can make it a member of another role.
To assign this role to another role:

1. Inthe Role Manager, select the role you created earlier.

2. Inthe Roles group, click Member Of.

A Sitecore -- Webpage Dialog, @

Member Of
Add or remave parent roles from the current role.

Drag a column to t

Domain Local Name Full Name: Comment

Close
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3. Inthe Member Of dialog box, click Add.

4. Inthe Select an Account dialog box, select the role that you want to make this role a
member of.

A Sitecore - Webpage Dialog, @
Select an Account
Select a role or a user.

Role

MyDomain My Role

sitecore‘Author

sitecore\Designer

sitecore\Developer

sitecore'Sitecore Client Account Managing
sitecore\Sitecore Client Authoring
sitecore Sitecore Client Configuring
sitecore'Sitecore Client Designing
sitecore\Sitecore Client Developing
sitecore Sitecore Client Maintaining
sitecore'Sitecore Client Publishing
sitecore\Sitecore Client Securing
sitecore'Sitecore Client Translating
sitecore'Sitecore Client Users
sitecore\Sitecore Limited Content Editor

(L] 4 m: » #l  Page 1of 2 (18items)

5. Click OK and the role you selected is added to the Member Of window. The role you created
is now a member of the other role.

4.2.4 Deleting a Role
Just as you need to create roles, you also need to delete them from time to time.
To delete a role:
1. Inthe Role Manager, select the role you want to delete.
2. Inthe Roles group, click Delete.
3. When you are prompted to confirm that you want to delete this user, click OK.

This role is now removed from the security system. The security accounts that were members of this
role are not removed from the system but they no longer possess the set of access rights that this role
contained unless these access rights are granted to the security accounts by virtue of their
membership of other roles.

For more information about deleting security accounts, see Deleting Security Accounts on page 56.
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Assigning and Reviewing Access Rights

This chapter describes how to assign access rights to security accounts. There is
also a description of how the access rights that an account is assigned affect each
other. The last section in this chapter describes how to get an overview of the security
system.

T Userb6s, Roles, and Access Rights
9 Assigning Access Rights

1 Using Inheritance to Control Access Rights

1 How Sitecore Evaluates Access Rights

1 Analyzing the Security System

1 Deleting Security Accounts
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